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»Q)
What Is Ethereum?

o “Ethereum is a decentralized platform that runs smart contracts: applications that run exactly as
programmed without any possibility of downtime, censorship, fraud or third-party interference.”

0 Create by Vitalik Buterin & Gavin Wood - 2013

» White paper: Description of the project — (v =

» Yellow paper: Ethereum's formal specification (Technical)

» Open source / v—\
o Ethereum Virtual machine (EVM) = i
1 | Evm [
@ S

@ Smart contracts

» Application stored & execute on the blockchain \ /

» DApps (Decentralized Application)
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https://github.com/ethereum/wiki/wiki/White-Paper#ethereum
https://ethereum.github.io/yellowpaper/paper.pdf
https://github.com/ethereum/

»Q)
Ethereum full node

. _ 0
O Anode is: /\ZSA)
» Piece of Software
» Connected to other nodes

» Maintains locally a copy of the blockchain

0 Geth O Parity
» Golang » Rust
» Major full node » [Fast, secure, light
» Ethereum » Parity team
foundation
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EVM Implementations

0 Geth - Official Go implementation of the Ethereum protocol

» https://github.com/ethereum/go-ethereum

¢ Parity — Rust implementation
» https://github.com/paritytech/parity

0 cpp-ethereum — Official C++ implementation

» https://github.com/ethereum/cpp-ethereum

» http://www.ethdocs.org/en/latest/ethereum-clients/cpp-ethereum/

0 Pyethereum — Official Python implementation

» https://github.com/ethereum/pyethereum
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https://github.com/ethereum/go-ethereum
https://github.com/paritytech/parity
https://github.com/ethereum/cpp-ethereum
http://www.ethdocs.org/en/latest/ethereum-clients/cpp-ethereum/
https://github.com/ethereum/pyethereum

Smart contract application - BApps
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Smart contract creation Process

0 Development, deployment & interaction

Source code: *.sol

Solidity compiler: solc

J

Contracts bytecode
and ABI

Development
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https://doi.org/10.1016/j.future.2017.08.020
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https://doi.org/10.1016/j.future.2017.08.020

> >

Development languages

Solidity

contract Mortal {
/# Define variable owner of the type address #/
address OwWner;

* This function is executed at initialization
and sets the owner of the contract =/
function Bortal{) { owner = msg.sender; }

J/* Function to recover the funds on the contract =
function kKill{) {
if (msg.sender == owner)
selfdestruct{owner);

}

contract Greeter is Mortal {
/* Define variable greeting of the type string #/
string greeting;

* This runs when the contract is executed =/

function Greeter(string _greeting) public {
greeting = _greeting;

J/* Main function #|
function greet() constant returns (string) {
return greeting;

}

© QuosScient | ToorCon XX



https://vyper.online/
https://remix.ethereum.org/

Remix - https://remix.ethereum.org/

0 Online Web IDE for Solidity smart contracts development

Untitled2 X  Untitledd  Untitled

WOONO WS WN - v

pragma solidity ~0.4.8;

contract Hello {

.S0l

// A string variable
string public greeting;

// Events that gets logged on the blockchain
event GreetingChanged(string _greeting);

// The function with the same name as the class is a constructor
function Hello(string _greeting) {

greeting = _greeting;
}

// Change the greeting message
function setGreeting(string _greeting) {
greeting = _greeting;

// Log an event that the greeting message has been updated
GreetingChanged(_greeting);
}

// Get the greeting message
function greet() constant returns (string _greeting) {
-greeting = greeting;

¢ 4 © 6 & v 2 ,’

Solidity version: 0.4.8+commit.80cc 1668 Emscripten.clang
Change 10: 0.4.10-nightly.2017.3.3+comnit.6bEdBI4L |

TextWrap  Enable Optimization £ Auto Compile  © Complie

Levm|

Atach ¥ Transact M Transact (Payabie) ™ Call

v Hello

At Address Create string _grooting
Bytecode B0606040523461000057604051610570380380610570833581016040528
Intertace {{"constant*1a'se, nputs™:[("name":"_greeting”, type”:"string*}1, "name";"set
Web3 gepioy

vor _greeting = /* vor of type string here */ ;
| var helloContract = web3.eth.contract([{"constant™:fal

var hello = helloContract.new(
-greeting,
{
from: web3.eth.accounts[9],
data: 'Ox6O606@4052346100005760405161057b38038061
gas: "4700000"
}, function (e, contract){
console.log(e, controct);
if (typeof contract.address !== ‘undefined') {
console.log('Contract mined! address: ' + con

| .abi

}
B

(=2

bz2r://aB300b3440¢be3923ddaB3a1661138¢c 1a012814014325116¢c411c8326(

© QuoScient | ToorCon XX
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https://remix.ethereum.org/
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Smart contract creation Process

0 Development, deployment & interaction

Source code: *.sol

Solidity compiler: solc ||

J

Contracts bytecode
and ABI

4 mmm r mmm o mmm s mmm om0 mmm o ommm o ommm s o om0 ¢ o mmm v o r w7 mm ¢ ey
.

Development
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https://doi.org/10.1016/j.future.2017.08.020
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https://doi.org/10.1016/j.future.2017.08.020

»Q)
Avallable functions of deployed contract

+
« Z browser/ballot.sol % Compile Run Settings  Analysis Debugger Support

& 1~ contract mortal { . ) . .
2~ /* Define variable owner of the type address */ Environment  Injected Web3 % Ropsten (3) ¥ | &
3 address owner; constructor
4 - — —_— Account 0x944..bbab1 (10.982916259 ether) ¥ K4 ©
5 I 'h1l.s function is executed at initializatipn and sets the owner of the contract #/

iy ? function mortal() { owner = msg.sender; } Gas limit 3000000
8- /* Function to recover the funds on the contract =/

&9 function kill{) { if (msg.sender == owner) selfdestruct{owner); } Walue 0 wei ¥
18}
11
12 = contract greeter is mortal {
ﬁv i;rgﬁgt;ieﬁiﬁﬁ;?h greeting of the type string =/ greeter v
i ' constructor
16 ~ J* This runs when the contract 1s executed */ “hello” Create
17 - function greeter{stri.ljg _greeting) public {
i ] greeting = _greeting; Load contract from Address At Address
28
21~ /* Main function =/

& 22 ~ function greet() constant returns (string) {
23 return greeting; . . ' . 0
T kill() is callable 0 pending transactions B> o
25

x
v greeter at Oxcdd...f4cf3 (blockchain) )
greet() is callable N -
S grest
¥ @ [2] only remix transactions, script -
© QuoScient | ToorCon XX Lll



EXxisting contracts on etherscan.io

0 Only bytecode is mandatory to create a contract account

©

Contract Source Code <>
pragma solidity »b.4.11;

* @title Ownable
* @dev The Ownable contract has an owner address, and provides basic authorization control

1
2
3
4~ fhn
5
]
7 * functions, this simplifies the implementation of "user permissions”

8 *f

9 ~ contract Ownable {

10 address public owner;

11

12

13~ fww

14 * @dev The Ownable constructer sets the eriginal ‘owner’ of the contract to the sender

15 * account.

16 X

17 ~ function Ownable() {

18 oWner = msg.sender;

19

20

21

22w

23 * @dev Throws if called by any gccount other than the owner.

24 *

25+  modifier omlvOwner() {
4SEEEEEEER
: .abi =
= a

COHIFBC"AB|¢ ‘IIIIIIII.

Y
[["constant“:true,"inputs":[{"name":“_interfaceID",“type“:"bytesd“}],"name”:"suppnf
yable":false,"stateMutability":"view","type":"function"},["constant“:t:ue,”inputs"i
ddress"}],"payable":false,"stateMutability":"view", "type":"function™}, ("constant":y
ame":"_preferredTransport","type":"string“}],"name":"tDkenMetadata","Dutputs":[{“EE
Hutability":"view","type":"functicn"},{"constant":true,"1nputs“:[],“name":”p:omoc:é

g"}],"payable":false,"stateMutability": "view", "type™:"function"}, ["constant":falsey
kenId","type":"uintZS&“]],"name":"apprcve","Dutputs":[],"payable":false,"stateMutai

L
g, "inputs":[], "name":"ceohddress"™, "outputs": [ {"name™:"", "type":"address"}], "payably
["ccnstant":true,"inputs":[],"name":“GENG_STARTING_PRICE“,"Dutputs":[{“name“:“",“ti

L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
. ayable":false, "stateMutability":"view", "type”:"function"}, {"constant™:true, "inputsy
L]
L]
L]
L]
L]
L]
L]
L]
L]
- "
Yol el r e T P e R e R wr ey e e e e e e e e e e e d e

Switch To Opcodes View | Find Similiar Contracts

Contract Creation Code -€vm

RuoSrient hTomy Cam X9054 602060020a60Ff02191690556101c090513081016040%08152603c825260
152610e1060a0820152611c2060c082015261384060e08201526170806101008201526121006101208

Gl8052015262093§8061612052Dl52620DDG%?BDEDD393600&620034&456555DGDGfGDDSSSGEG?lafd

O0x60606040526004361061 00095 VG3LfEECEFFf Y01 0000000000000000000000
ea’b314610149578065318160ddd]14610184578063230E72dd146101a93780633]
14610239578063953d890411461025e5378063a305%cbbl46102715378063caecal
1610333565b60403180B060200182810382528368181518132602001%150E0519
3050803509081 0190601£168015361013b37E80820380516001836020036101000a
1016e600480356001602060020a031620602001356103d1365b60405312015151]
3190E153260200160405180910390£35b34156101b457600080fd3b61016ec0014
T600080£d5b6101ebal04af563be040531a0ff218216905%1168152602001604035]
80£fd5bel10157600160a06002080360043516610561565b3415610244376000801
0fdSb6l00dl6l068e363b341561027Tc37a600080£d3b610226600480336001604a
600160a060020a0316906020012091208033206020015902190803550602001204
1906020840183838082643730949650610708253030305030503650b34135361031 4

Constructor Arguments

Q00000000020000000000200000000020000000000000000002c68af0bD1400001]
Qoo0000000020000000000000000000200002000002000000000000082000000001]
Q0000000002000000000020000000002000000000000008536868704365726001]

£ Swarm Source:

bzzr://5451f726cc925099809211c%0 70 ledGlchDcﬂeeE?faESaﬂgd3bDDE



https://etherscan.io/

Bytecode decomposition

¢ Loader code
» Run the contract constructor
» Execute once to store the runtime code on the blockchain

» Can be present in “Contract creation code” on etherscan.io

¢ Runtime code

» Stored on the blockchain
» Executed for each transaction with the contract

o Swarm Hash (a.k.a. bzzhash)

» Merkle tree hash use to retrieve the content of the associated persistent storage of
the contract

» Concatenated at the end of the code
» Magic number: 0x627a7a72 (bzzr)

© QuoScient | ToorCon XX

608060405234801561001057600080£d5b5060405161039b380

38061039b833981018060405281019080805182019291905050
50336000806101000a81548173fffffffffffffffffffffeffef
fEfffffffffffff021916908373ffEfffffffffffffffffefff
fEfffffffffffff£f16021790555080600190805190602001906
10089929190610090565b5050610135565b8280546001816001
16156101000203166002900490600052602060002090601£016
020900481019282601£106100d157805160££19168380011785
556100££565b828001600101855582156100££579182015b828
111156100£e5782518255916020019190600101906100e3565b
5b50905061010c9190610110565b5090565b61013291905b808
2111561012e576000816000905550600101610116565b509056
5b90565b610257806101446000396000£300608060405260043
61061004c576000357c01000000000000000000000000000000
00000000000000000000000000900463££££££££16806341c0le
1b514610051578063cfae321714610068575b600080£d5b3480
1561005d57600080£d5b506100666100£8565b005b348015610
07457600080£d5b5061007d610189565b604051808060200182
810382528381815181526020019150805190602001908083836
0005b838110156100bd57808201518184015260208101905061
00a2565b50505050905090810190601£1680156100ea5780820
380516001836020036101000a031916815260200191505b5092
50505060405180910390£35b6000809054906101000a900473£
P EffEfffffffffl1673££££E£FE
e EffEffffff163373£ffEfffEfffffff
e ffffffffffff161415610187576000809054
906101000a9004 7 3£ ffffffffffffffffffffffffffffffffff
fEfff16 7 3 ffffffffffffffffffffffffffffffffffffffffle
££5b565b6060600180546001816001161561010002031660029
00480601£016020809104026020016040519081016040528092
919081815260200182805460018160011615610100020316600
2900480156102215780601£106101£657610100808354040283
529160200191610221565b820191906000526020600020905b8
1548152906001019060200180831161020457829003601£1682
01915b50505050509050905600a165627a7a72305820d£97826
8dd1593a7bbc753b£fb0404d8353b4c6ced383d8107c926d5003
e40c060029

> >



Ethereum Virtual Machine

Architecture

Stack machine

Turing complete

EVM

SSTORE
Instruction set ~180 Opcodes
SLOAD
|
Memory type HOM RAM
. . non-volatile
Stack  volatile  byte-array (list [])
MSTORE
Memory volatile byte-array (list [])
MLOAD
CALLDATALOAD -
Storage persistent key-value database (user_supp”e'; data) it Ao
volatile

(dictionary {})

© QuoScient | ToorCon XX
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EVM Instructions set

0x00 — 0x0B
0x10 — Ox1A
0x20

0x30 — Ox3E
0x40 — 0x45
0x50 — 0x5B
0x60 — OX7F
0x80 — Ox8F
0x90 — Ox9F
OxAO — OxA4
OxFO — OxFF

© QuoScient | ToorCon XX

Stop and Arithmetic
Operations

Comparison & Bitwise
Logic Operations

SHA3

Environmental
Information

Block Information

Stack, Memory, Storage
and Flow Operations

Push Operations
Duplication Operations
Exchange Operations
Logging Operations

System operations

STOP, ADD, SUB, MUL,
DIV, EXP

LT, GT, EQ, ISZERO,
AND, XOR

SHA3

ADDRESS, CALLER,
CALLDATALOAD

BLOCKHASH,
COINBASE, NUMBER

POP, MSTORE, JUMP,
JUMPI, JUMPDEST

PUSH1 — PUSH32
DUP1 - DUP16
SWAP1 - SWAP16
LOGO - LOG4

CALL, RETURN,
DELEGATECALL

> >

Decoded Bytecode :

[1] PUSH1 Ox80

[3] PUSH1 Ox40

[4] MSTORE

[6] PUSH1 0x04

[7]1 CALLDATASIZE
[B]LT

[11] PUSH2 Ox004c
[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSH29 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 OxfFFFeef
[53] AND

[54] DUP1

[59] PUSH4 0x41c0e1h5
[60] EQ

[63] PUSHZ 0x0051
[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[711EQ

[74] PUSHZ 0x0068
[75] JUMPI

[76] JUMPDEST

[78] PUSH1 0x00

[79] DUP1

L15



Control flow Instructions

Simplify description Basic block position

JUMP Unconditional jump Last instruction
JUMPI Conditional jump Last instruction
RETURN , STOP Halt execution Last instruction
INVALID

SELFDESTRUCT , REVERT

JUMPDEST Marks a position within the code  First instruction
that is a valid target destination
for jJumps

EIP 615: Subroutines and Static Jumps for the EVM By Greg Colvin
New branch opcodes: JUMPTO, JUMPIF, JUMPSUB, JUMPSUBY, ....

© QuoScient | ToorCon XX LlG



Edges identifications

Static analysis vs dynamic analysis

¢ Static analysis only works if:

» Jump target offset is pushed on the stack
» Just before the JUMP/I

41: DUP1

472: PUSH4 cfae3Z2l7
47: EQ

148: PUSHZ 68

4b: JUMPI

| J
68: JUMPDEST \

69: CALLVALUE 4c: JUMPDEST
6a: DUP1 4d: PUSH1 0
6b: ISZERO 4f: DUP1

bc: PUSHZ 74 50: REVERT
6f: JUMPI

© QuosScient | ToorCon XX

o And falils if:

» Stack operations are used to put the jump target on top of the stack

Stack
operations

365: JUMPDEST
366: POP

367: POP

368: POP

369: POP

36a: POP

36b: SWAP1
36c: POP

36d: SWAPI
36e: JUMP
27272 + JUMPDEST

k17



»Q
Control Flow Graph (CFG) reconstruction

Static analysis Dynamic analysis (stack evaluation)

|]:|lock U| |]:|lo<:k 85| |block_9a| |J:|lock_a4| |hlock_h9| |J:|lo<:k_f2

pZ }i
;/ block_d
' Tblock_72

[block_7d]| [block_79]

block_3ee|

B 4 block 0

block_41 block_72

|blu:-n:k_4c| |bl\;ck_8?| |blu:-ck_".-‘9| I.'t;lock_?-:i|

1 — 1
|b1c:-::'k_5'.-‘| |blu::-::'k_9|:| |blu::-|:'k_8e| |blu::-::'k 02| |b1c:-n:'k 1-:|s|
N ! }

|J:|locl-; 4c| |hlock 92I|block Se |hlock 1<:a| |hlock 1cé
|block 1cu||block 1c6||block 1ca|

|b1c-|:k 52| |b1c:-|:k aE| |blc:-n:k 28c‘|

block_S9¢ block_led [~ ] ~ I I
) || | | Y |blc:n:k 6d| [block_bb| [Block_ad] |b1c:-|:k bl| [block_at | [block_242] |b1c:-l:k 246 [block_85]|
f block_g2 block _a6 block_246| [block_=242
| - _ _ . |
J o ] L~ [block_cz | [block_cé] [block_2da]
block 6d| |]:|lock_]:|]:|| |J:|lock_]:|1| |block_ad| |J:|lock_28c| ~.
) |olock_3%e| |block_354|[block_358 |

block_c2 ]| block_2da
\ block f£2 block bg

|hloc+k_c6 | |hlock_g58 | |block_354 |

block_ 39e

block_3e6
18
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~Q)
Simplify visualization of the smart contract CFG

_|black G! o block 77d

j;lack_d|_|blo.~:k_1bf|

blogh_al] “Tblock_as

& -
Lb];-ck_i.r:l |block_sa| [block_8c| [block_90|
LblhiL_Eﬂ |blac'k_.1f| |[block_al] |..b‘la-:-k_.15| [block_lad|
|b1m; 62—| |block_ ea| |block_ b6||..k.;lock _ba| |black_253| |black_ifb|.|.ﬁack Lff|
[blw_h c,LT| |blor:k 12a| [block_ef | |black f3| |[block_ 2ﬂ| | |black 279| |block_252| |black 256 |

I I |
|b1f‘_.-:. 7‘_| |b1ack L'”| |b1ar_~k ”'*||blu:pc-]c_ 16.=~| |black 172| |b1ack 24,|
/ | | I

[b uc]r_ aﬁ| |blr:-c-]c_ L=7| |block_13b| |L~.lor:k 13f||block_132||block_ fac||b1ar:k iuc| |block_eé| |block_ad)|

|[block_15e| |bl-:pck_l.-_-2| |block_5138] |b1ack_5m|

[block_735] [block_625] |b;l-r:u:-]c__62£~|
|block_g8c| [block_690|
s

[block_6c7 | |blr;ck_6cb|

block_ 155

© QuoScient | ToorCon XX 19




~Q)
Dispatcher function

H H H H H 0: PUSHL &0
O Runtime code entry point is usually a Dispatcher function S ieny 40
. . . 4: METORE
» Switch on the first 4 bytes of the transaction payload 5. pUSHI 4 T
. . . . 7T: CALLDATASIZE :
» execute the associated code of the given function signature. gl T
%: PUSHZ 4c¢
c: JUMPL
i : 7 —
o Two functions signatures here: di PUSHEL O "
f: CALLDATALOAD
» 41lcOelb5 194: PUSH2S 1000000000000000000000000000000000000000000000000000030000
2e: SWAPL
» cfae3217 2iz DIV
30: PUSHY4 Lfffffff |
3A5: AMD |
ig: DUPL |
37: PUSH4 '
41: DUP1 3c: EQ
id: PUSH2 |51
47+« PUSHA4 FUNC_HASH 40: JUMEI .I
¢ N .
‘4 ? - EQ 51l: JUMPDEST 41: pupl .I
- 52: CALLVALUE 42: pusH4|efael217| [
53: ISZERO 47: EQ
48: PUSH?. 54: PUSHZ 5c 48: PUSHZ |66
57: JUMEBI db: JUMETI
‘4 b - JUMP I ‘/Sr:- ._ILJJIJEDEE.'L' 66: "'UP}EDEE'I \i].c- ._ILJME:I;JESI'
58: PUSHL 0 s £7: CALLVALUE .
_ ; S5d: BUSH? &4 mn 4d: BUSHL 0
Sa: DUPL — £3: ISZERO .
sb: reverr ||B9F EUSHZ 14 69: PUSHZ 71 JrepuEL
£63: JUMP Be: JUMBL 50: REVERT

© QuoScient | ToorCon XX ! ' R kzo



Dispatcher function

.

: PUSH1 &0

: PUSH1 440

: MSTORE

: PUSHL 4

: CALLDATASIZE
: LT

: PUSHZ 4c

¢ JUMEL

¢ Runtime code entry point is usually a Dispatcher function

» Switch on the first 4 bytes of the transaction payload

» execute the associated code of the given function signature.

"\r:- OO0 -] L ks b

d: PUSH1 0
f: CALLDATALOAD

¢ Two functions signatures here:

» 41lcOelb5 10: PUOSHZ2S 1000000000000000000000000000000003030000000:0000000000000000
2e: SWaAP1
» cfae3217 2f: DIV

30: PUSHY ffffffff
35: AND \
i6: DUFL

37: PUSH4E |[41lclelbs

3c: EQ

41: DUP1 3d: eusu2 (51
4 2 . PU SHQ FUNC_HASH B - 71— < ,
47: EQ ;i(cifiﬁifﬁa 42 BUSH4
18- FU SHZ 23 PUSH2 15r_~ j;; ESSHE 66

57: JUMPI 4b: JUMPI

4pb: JUMPI ] AN

o - ¥
- Sc: JUMPDEST 66: f?”EP%SL_ 4c: JUMEDEST
EH: PUSHL1 0 B £7: CALLWVALUE §
] ) Sel: PUSH2 64 — 4 PUSHL O
Sa: DUFL ) H EEO i
th: REVERT &60: PUSHZ2 f4 £5: pUSHZ 1 f: DUEL
. £3: JUMP o 50: REVERT
6o JUMPL

© QuoScient | ToorCon XX / ! B LZl



» Q)
Functions identification - Depth First Search

0 & 7 callable functions

Teback _d| [block_7bf |

blogk, 4l
b];Lk ’cl

NG
Lplof; 55] |blacl¥gf| [block dLTﬁanck as| [block_la¥
I,
|b1o» gf] |ble ea||block b block _ba| [bLockN53 |black_ifb||bla3§§&ff|

[blﬁ_T_EE] |b1ock_@2d||b1ock‘gg||block f1||blac a7

|
||bl-:n:-]:_ 1r5.=~| b ok '*'-‘2||blcpr:k -=

black‘eﬁ| |b1ack{f7

ck_51d|

k_279| [block_252| ”‘ock_256|

kS

|b1ﬂ_ﬁ_f‘] [blocf_134]

|L uck 81||black‘L“7||black 1Y

<
|[block_ L“e||bThQ} 162 |

|[block J735|  [block_s2s| Qia

block_128
hlogh l8e |[block_68c| [blod\ 690
|black_£2;||bla &ch
© QuoScient | ToorCon XX 22



Transaction payload

0 Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

explorer.web3 sha3( + .encode ( ) .hex())

' ERGERLEL20dbdaad3245b82b9ed 99905876002 F2e6cc8216cd475a481e0b7414

Function prototype string 4-bytes signature

¢ Composition : “Kill()” 0x41c0elb5
> Signature (function ID) \ “greet()” Oxcfae3217
> (address)
N (uint) “attack(address,uint)” 0x6ebb6d80

O Arguments size: 256-bits words

© QuosScient | ToorCon XX 23



Functions name & arguments type recovery

o Function signature reverse lookup database - https://www.4byte.directory/signatures/

> >

Ethereum Function Signature Database

Browse Signatures Submit Signatures Submit ABI Submit Solidity Source File APl Docs

Welcome to the Ethereum Function
Signature Database

Function calls in the Ethereum Virtual Machine are specified by the first four bytes of data sent with a
transaction. These 4-byte signatures are defined as the first four bytes of the Keccak hash (SHA3) of the
canonical representation of the function signature. Since this is a one-way operation, it is not possible to
derive the human readable representation of the function from the 4-byte signature. This database is meant to
allow mapping those 4-byte signatures back to their human readable versions.

There are 107,474 signatures in the database

Search Signatures  0x70a08231 Search

TOS and Licensing

The data from this service is given free of any license or restrictions on how it may be used.

Usage of the APl is also granted with the single restriction that your usage should not disrupt the service itself. If you wish to scrape this data, feel free, but please do so with limited
concurrency. You are encouraged to scrape your own copy of this data if your use case is likely to produce heavy load on the API.

© QuoScient | ToorCon XX
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https://www.4byte.directory/signatures/

Functions name & arguments type recovery

> >

0: PUSH1 &0
2: PUSH1 40
4: METORE
- - . N N 5: SH1 4
0 Function signature reverse lookup database - https://www.4byte.directory/signatures/ 7 caLLoatasize | [ZALi STOP
a: LT
S: PUSHZ dc¢
c: JUMEI
. A - ¢ /’ —
Search Signatures | 0x70a08231 Search FTRrTET— \\
f: CALLDATALOAD hY
10: PUSH2Y% 100000000000000000000000000000000000000000000000000000000 1
ID Text Signature  Bytes Signature cor et '
30: PUSHA ffffffff |
35: AND \
2009 greet() Oxcfae3217 16: DUBL '
37: PUSH4 4lclelbs
3c: EQ
1907 kill() 0x41c0elbS 3d: PUSHZ 51
40: JUMPI |
¥ \\ |I
51: JUMEBDEST 41: DUPLl I'
52 : CALLVALUE 42 : PUSH4E cfae3l2l? ,'
. . . 53: ISZERO 47: EQ [
O Two functions signatures here: 211 eoska Se a8: pUSH2 66
57: JUMPI dh: JUMPI
- W13 ” I
» 0x4lcOelb5 kill () ] — T~
W 7 58: PUSHL O 5::5 JUMPDEST §7: CALLVALUE qcf JUMPDEST
> Oxcfae3217 - greet () S 5d: PUSHZ &4 ch . revmmn 4d: PUSHL 0
5h: REVERT EE PUSHZ f4 69: BUSH2 71 ;g DUP1
3: J}JMF Ge: JUMEIL : REVERT

ID text signature bytes signature

31808 0x4bd0%c2a

distribute Tokens(address[],uint256[])

31807 distribute Tokens(address[],uint256)

Ox2536fazdal

© QuoScient | ToorCon XX
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https://www.4byte.directory/signatures/

EVM Disassembler available

¢ Etherscan.io

» ByteCode To Opcode Disassembler

0 Quolab

» Octopus/IDA/BinaryNinja integrate

¢ Capstone

» Support EVM

© QuoScient | ToorCon XX

> >

o IDA-EVM

» |IDA Processor Module for the Ethereum Virtual
Machine (EVM)

¢ Ethersplay

» Binary ninja plugin

o evmdis

O ethdasm

L26


https://github.com/quoscient/octopus
https://etherscan.io/opcode-tool
https://github.com/trailofbits/ethersplay
https://github.com/Arachnid/evmdis
https://github.com/meyer9/ethdasm

QO
Decompilation & IR SSA

/\

TRAIL
afB To

\/

<€
~_

Porosity by Comae EthRays by Ret2 Octopus by QuoScient Rattle by Trail of bits
o Decompiler o Decompiler 0 IR SSA (WIP) 0 IR SSA
¢ Github 0 Quolab or Github ¢ Github
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https://github.com/comaeio/porosity
https://github.com/quoscient/octopus
https://github.com/trailofbits/rattle

Simplify your analysis with IR

O Static single assignment (SSA)

» IR (Intermediate representation)

» each variable is assigned once

» each variable is defined before being used

SSA

PUSH1 0x03 %0 = #0x03
PUSH1 0x05 %1 = #0X05

ADD %2 = ADD(%1, %0)
PUSH1 0x09 %3 = #0X08

MUL %4 = EQ(%3, %2)

© QuosScient | ToorCon XX

Optimize SSA

%0 = ADD(#0x05, #0x03)

%1 = EQ(#0x08, %0)

> >

Ryan Stortz o
| HOow v
@withzombies

There are contracts on the blockchain that

calculate 1 with exponentiation. This actually

costs people money...
UMP L HFIXZO0, 7o

<SSA:BasicBlock ofs:0x24c insns:[
%14 = SLOAD(#0x3),
%15 = EXP(#0x100, #0x0),

%16 = DIV(%14, %15),
%17 = EXP(#0x2, #0xAQ),
%18 = SUB(%17, #0x1),

7:39 PM - 6 Mar 2018




Octopus - Ethereum

octopus
octopus

bytecode hex

cfg = Ethere

graph = CFGG
graph.view()

© QuosScient | ToorCon XX

.api.graph CFGGraph
.platforms.ETH.cfqg

ﬂmirﬁihytE{DdE hex)

raph({cfqg)

EthereumCFG

> >
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EXxtra resources

to learn and practice even more



Ethernaut CTF

= o2
s
7 “
2
0 Web3/Solidity based wargame by Zeppelin o i
» https://ethernaut.zeppelin.solutions/
» Hands on: https://blog.trailofbits.com/2017/11/06/hands-on-the-ethernaut-ctf/
™ ﬂ Elements Console  Sources Metwork  Performance Memory  # 1] + X
&  top ¥ | Filter Default levels ¥ item hidden by filters | %8
activatelevel.js:25
"t .is:59
. is: 116

© QuosScient | ToorCon XX

=> Level address ~r.js:38
Oxdf51la%e8ce57el787Teda2Tdd19880Ffd7106b9a5¢
=> Player address "".1s5:38
Oxf25e4el56ecl2450b8102061be2clb0590723717
(J(x =) Yikes, you have no ether! Get some at https://faucet.metamask.io/ . is:106
=> Ethernaut address ~".js:38

Oxc833a73d33071725143d7cf7dfd4fdbbabb5ced2

> >
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https://ethernaut.zeppelin.solutions/
https://blog.trailofbits.com/2017/11/06/hands-on-the-ethernaut-ctf/

Vulnerable Smart Contracts Examples

o A CTF Field Guide for Smart Contracts
» By Sophia D’Antoine

» Video: https://www.youtube.com/watch?v=tl-m44Wcm7s

0 Examples of Solidity security issues

» https://github.com/trailofbits/not-so-smart-contracts

0 GreHack 2017

» https://github.com/trailofbits/ctf-challenges/tree/master/grehack-2017

o ZeroNights 2017
» ZeroNights ICO Hacking Contest Writeup

» https://blog.positive.com/zeronights-ico-hacking-contest-writeup-63afb996fle3

© QuoScient | ToorCon XX
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https://www.youtube.com/watch?v=tI-m44Wcm7s
https://github.com/trailofbits/not-so-smart-contracts
https://github.com/trailofbits/ctf-challenges/tree/master/grehack-2017
https://blog.positive.com/zeronights-ico-hacking-contest-writeup-63afb996f1e3

Tutorials & talks

0 Porosity - Decompiling Ethereum Smart-Contracts

» https://www.comae.io/reports/dc25-msuiche-Porosity-Decompiling-Ethereum-Smart-Contracts.pdf

0 Reversing Ethereum Smart Contracts

» https://arvanaghi.com/blog/reversing-ethereum-smart-contracts/

¢ Diving Into The Ethereum VM

» https://blog.qtum.org/diving-into-the-ethereum-vm-6e8d5d2f3c30

© QuoScient | ToorCon XX L33


https://www.comae.io/reports/dc25-msuiche-Porosity-Decompiling-Ethereum-Smart-Contracts.pdf
https://arvanaghi.com/blog/reversing-ethereum-smart-contracts/
https://blog.qtum.org/diving-into-the-ethereum-vm-6e8d5d2f3c30

Thanks & Question

> >

¢ Patrick Ventuzelo / @Pat_Ventuzelo / patrick.ventuzelo@quoscient.io

0 Octopus - https://github.com/quoscient/octopus

© QuoScient | ToorCon XX
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https://github.com/quoscient/octopus

Exercices



~Q)
Bytecode 1

0 Does this following bytecode contains a loader and a swarm hash?

0 “0x6060604052341561000f57600080fd5b60405161032938038061032983398101604052808051820191905050336000806101000a8
15481 7 3ffffriif02 191690837 ffffffffffffffrifffffffff16021790555080600190805190602001906100819291906100
88565b505061012d565b828054600181600116156101000203166002900490600052602060002090601f016020900481019282601f10
6100c957805160ff19168380011785556100f7565b828001600101855582156100f7579182015b828111156100f6578251825591602001
9190600101906100db565b5b5090506101049190610108565b5090565b61012291905b8082111561012657600081600090555060010
161010e565b5090565b90565b61026d8061013c6000396000f30060606040526004361061004c576000357c¢01000000000000000000
000000000000000000000000000000000000009004 6 3ffffffff16806341c0e1b514610051578063cfae321714610066575b600080fd5b34
1561005c¢57600080fd5b6100646100f4565b005b341561007157600080fd5b610079610185565b604051808060200182810382528381
8151815260200191508051906020019080838360005b8381101561000957808201518184015260208101905061009e565b505050509
05090810190601f1680156100e65780820380516001836020036101000a031916815260200191505b509250505060405180910390f35
b6000809054906101000a9004 7 3ffffffffffrfffrrffffrittf 167 Sttt 16337 St rrrrrerffff1614156101835
76000809054906101000a9004 7 ffffffffrfrrrrretf 1.6 7 3t L6ff5h565061018d61022d565b6001805460018
1600116156101000203166002900480601f016020809104026020016040519081016040528092919081815260200182805460018160
0116156101000203166002900480156102235780601f106101f857610100808354040283529160200191610223565b82019190600052
6020600020905b81548152906001019060200180831161020657829003601f168201915b5050505050905090565b602060405190810
1604052806000815250905600a165627a7a72305820c4498eaabe7598422b89a825ece27b0e5df8371a9d48cd33e9a25b0b6b4dcab5
0029”
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»Q)
Bytecode 1 — loader +

0 Does this following bytecode contains a loader and a swarm hash?

0 “0x6060604052341561000f57600080fd5b6040516103a93803806103a983398101604052808051820191905050336000806101000a8
15481 7 3ffffffriif02 191690837 fffffffffffffifffffffffff16021790555080600190805190602001906100819291906100
88565b505061012d565b828054600181600116156101000203166002900490600052602060002090601f016020900481019282601f10
6100c957805160ff19168380011785556100f7565b828001600101855582156100f7579182015b828111156100f6578251825591602001
9190600101906100db565b5b5090506101049190610108565b5090565b61012a91905b8082111561012657600081600090555060010
161010e565b5090565b90565b61026d8061013c6000396000f300

© QuoScient | ToorCon XX k37



Bytecode 1

0 How many instructions in this contract?

© QuoScient | ToorCon XX L38



Bytecode 1

0 How many instructions in this contract?
» 342

© QuoScient | ToorCon XX

Decoded Bytecode :

[1] PUSH1 0x60
[3] PUSH1 0x40

[4] MSTORE

[6] PUSH1 0x04

[7] CALLDATASIZE
[B]LT

[11] PUSH2 0x004c

[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSH29 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAPT

[47] DIV

[52] PUSH4 OxFfFFfef
[53] AND

[54] DUP1

[59] PUSH4 Ox41c0e1b5
[60] EQ

[63] PUSHZ2 0x0051

[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[71]1EQ

[74] PUSH2 0x0066

[75] [UMPI

https://etherscan.io/opcode-tool

L39



https://etherscan.io/opcode-tool

Bytecode 1

0 How many functions in this contract?

© QuoScient | ToorCon XX L40



Bytecode 1 — Dispatcher function

0 How many functions in this contract?
» 41cOelb5
» cfae3217

o Pattern:
» DUP1 =0x80
» PUSH4 = 0x63
» EQ=0x14
» PUSH2 =0x61
» JUMPI = Ox57
> BOB3XAXXAKXXXKL46LXXXX57

O import re
O regex = r'8063.{8}1461.{4}57'
0 re.findall (regex , bytecode)

© QuoScient | ToorCon XX

0: PUSHL &0
2: PUSHL 40
4: MSTORE
5: PUSHL 4 —
7: CALLDATASIZE 241: STOP
2: LT
S: PUSHZ 4«
c: JUMPT
.-/ "\h
d: BUSHL 0O ™,
f: CALLDATALOAD
10: PUOSHZ2S 100000000000000000000000000000000000000000303033000000000000
2e: SWAPL
2f: DIV \
30: PUsSHA ffffffff E
35: AND \
I6: DUPL |
3A7: PUsHA4 ﬂlcﬂelb5|
3z EQ
3d: PUsSHZ 51
40: JUMBI [
¥ \\ :
51: JUMBDEST 41: DUEL |
52: CALLVALUE |142: PUSH4 cfae3217]| f
53: ISZERO 47: EQ |
54: PUSHZ 5o 48: PUSHZ &6 (
57: JUMFIL db: JUMFEI j
l LN
. i ¥
. ‘///;c: JUMEDEST 661 f?MEP%SL_ 4c: JUMBDEST
EA: PUSHL 0O ) &7 : CALLVALUE ~
Sa: DUPL i PUSHZ 54 68: ISZERO ad: PUSHL 0
Sh: REVERT EEE 553?2 4 60: PUSH2 71 ggf Egiéﬁr
i fr: JUMPI .

7 — - L4




Bytecode 1

0 Can you find the names of those function??

© QuoScient | ToorCon XX L42



Bytecode 1

o Can you find the names of those function??

» Using octopus

» Using 4byte website
» https://www.4byte.directory/signatures/?bytes4 signature=41c0elb5

Search Signatures 41c0e1b5 Search
ID Text Signature
1907 kill()

» https://lwww.4bvte.directory/signatures/?bytes4 signature=cfae3217

Search Signatures cfae3217 Search
ID Text Signature
2009 greet()

© QuosScient | ToorCon XX

[x.prefered name

[ 'Dispatcher’,

Bytes Signature

XS 1lCUelDo

Bytes Signature

"kill() ',

cfg.functions]
‘greet() ']

> >
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https://www.4byte.directory/signatures/?bytes4_signature=41c0e1b5
https://www.4byte.directory/signatures/?bytes4_signature=cfae3217

Bytecode 1

0 How many basicblocks in this contract?

© QuoScient | ToorCon XX LM



Bytecode 1 - CFG

o How many basicblocks in this contract?
» 30

cfg = EthereumCFG(bytecode hex)

graph = CFGGraph(cfg)

O You can do graph.view simplify () to get this
output

© QuosScient | ToorCon XX

|[block_0] |[block_241

|block_51| [block_4l
=

e T ! -\""‘\_‘ %
|block_58| [block_S5c| [block_&6||block_4c|
e

=

[block_f4] | L‘.-].ocrk_'-' L||block_éd|

[block_183] [block_14a| [bleck_185|

block 22d

block_18d

block_ldd

[block_206[0 (bl ock_1e5

—1
block_ 223

block_7%

bBlock_Se

|[block_a7| [block_b9|

block_eé

> >
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Bytecode 1 was in reality THE GREETER

¢ Building a smart contract using the
command line
» Keywords: solc, remix, geth, web3js
» https://www.ethereum.org/greeter

» tutorial

o Wiki: https://github.com/ethereum/go-
ethereum/wiki/Contract-Tutorial#your-
first-citizen-the-qgreeter

Helle

THE GREETER

II’
[y

Al |14

© QuoScient | ToorCon XX

Your Digital Pal Who's Fun to Be With

contract mortal {

}

/* Define variable owner of the type address =/
address owner;

/* This function is executed at initialization and sets the owner of the contract */

function mortal() { owner = msg.sender; }

/* Function to recover the funds on the contract =*/
function kill() { if (msg.sender == owner) selfdestruct(owner); }

contract greeter is mortal {

/% Define variable greeting of the type string =*/
string greeting;

/* This runs when the contract is executed */
function greeter(string _greeting) public {
greeting = _greeting;

}

/* Main function =/
function greet() constant returns (string) {
return greeting;

}

L\46


https://www.ethereum.org/greeter
https://medium.com/shokone/https-medium-com-shokone-building-a-hello-world-smart-contract-on-ethereum-f303c7d05f0
https://github.com/ethereum/go-ethereum/wiki/Contract-Tutorial#your-first-citizen-the-greeter

Bytecode 2

o 606060405260043610610083576000357c0100000000000000000000000000000000000000000000000000000000900463ffffffff16806341c0e1b514610085578063
473ca96c1461009a578063a3a7e7f3146100af578063a9059¢chb146100e8578063c0e317fb1461012a578063da76d5cd14610134578063f8b2¢ch4f14610157575b005
b341561009057600080fd5b6100986101a4565b005b34156100a557600080fd5b6100ad610258565b005b34156100ba57600080fd5b6100e660048080357 3fffffffffft
frfffrfrrrfr i 169060200190919050506102a7565b005b34156100f357600080fd5b61012860048080357 3ffffffffffffffffffftfff ffffffffffffff1690602001909190803590
6020019091905050610443565b005b6101326105b9565b005b341561013f57600080fd5b6101556004808035906020019091905050610607565b005b34156101625
7600080fd5b61018e60048080357 3fffffffffffffffffffffffiiffiffifffffff16906020019091905050610735565b6040518082815260200191505060405180910390f3506001809
054906101000a9004 7 3ttt L6 7 3T 16337 SFffrrriief rrrfrrferrrrriif161415156101ff57600080fd5b337 3ffffffffffiffffffiff
frfffffffffffiff 166 108fc307 ffffffffffffffffffffrirfffiffffffff16319081150290604051600060405180830381858888f19350505050151561025657600080fd5b565b60003073
AT 163114156102a5577f2982273412619¢764b25a111f2328da08e02d6652fc891eb80227a6ec58774360405160405180910390a15b565b60
0080827 3ffffffffffffffrrirfrfrrrrfffifiif16 7 SFrfrrrrrrrrrrrrrrfrrrerrriffiifff168152602001908152602001600020546 00080337 3fffffffffffffffffififfffffiiiiiifififif16 7 SFFFffrrrrrrrriffee
frFFFFFFFFFffff1681526020019081526020016000205460008084 7 fffffffffffffffff {16 7 SFAFFFFFFFFFFFFFFFF FFrrrrrrrrrrfrf.68152602001908152602001600020540
11015151561037257600080fd5b600080337 ffffffffffffffffffffrfriffrifffifiiiiif1 o7 Iffrrrrrrrffrrrrffrrrrrrrrriiiiif.6815260200190815260200160002054600080837 3fffffffffffff
frFFFFFFFFFFFFFFAAAAFAFAfff L 6 7 SFFrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrf168152602001908152602001600020600082825401925050819055 5060008060003 37 3fffftfffffffffrrrfrrrrrrrrrrfrrrrrfL
67 3ffffffffrrrfrrrrrffrrrrrrrififfff1681526020019081526020016000208190555050565b80600080337 3ffffffffffffffffffiffffff ffffffffiffff 167 SFFFrrffrrrrrrrrrrrrrrferrrrrrififfif16815
2602001908152602001600020541015151561049057600080fd5b600080837 3ffffffffffffffffffffffffffffffifffifiif16 7 SFAFFFFFFrrrrrrrff fFrrrrrrrrrffifffff1681526020019081526020
016000205481600080857 3ffffffffffffffffrrttfriiffiririfiiiiif 167 SFrrrrffrrrrrrrrrrrrrffrreeriiff{f1681526020019081526 0200160002054011015151561051d57600080fd5b806
00080847 fffffffff it 16 7 SFrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrf1681526020019081526020016000206000828254019250508190555080600080337 3ffffffffffffffff
frffrrrrrrrrrrrreer L6 7 St rrrrrr et 168152602001908152602001600020600082825403925050819055505 050565b3460008033 7 3ffffffffffiffffiiiiiifiifiiff
fifffL67 e rfff16815260200190815260200160002060008282540192505081905550565b60001515600160009054906101000a900460ff16151
514151561062957600080fd5b60018060006101000a81548160ff0219169083151502179055508060008033 7 3fffffffffffffiiffffffiriiiififffiffff 167 SFrrrrrrrrrrrrrrrrfrrrrrrrerereee
fffff168152602001908152602001600020541015151561069057600080fd5b337 3ffffffffffffffffffffffffififfffffffffff168160405160006040518083038185876187965a03f192
50505015156106¢ch57600080fd5b80600080337 3ffffffffffffffifffffffffffiffiififififf16 7 frfffrrrfrrrrfirffrrfrirririiififff168152602001908152602001600020600082825403925
050819055506000600160006101000a81548160ff02191690831515021790555050565b6000806000837 3ffffffftfffffffffffifffffffffffiirit 16 7 SFFrrrffrrrrrrrrrrrrrrerrrrrrrrrrrrrrrL
68152602001908152602001600020549050919050565b336001806101000a815481 7 3ffffffffffffffifiiifrifififffiiiiff02191690837 fffffffffffrriirrtrirffrririifif16021790
55505600a165627a7a72305820e6c90b0d41a108d1ea58939205012475060elc2fb26db4fdel2e5ffc5ea2919f0029
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Bytecode 2

0 How many functions in this contract?

0 How many basicblocks in this contract?

© QuoScient | ToorCon XX

> >



~Q)
Bytecode 2

0 How many functions in this contract?

> + 'func_41cOelb5', 'func_473ca%96c', 'func_a3a7e7f3', 'func_a9059cbb', 'func c0e3l7fb’',
'func_da76d5cd', 'func_ f8b2cb4f' ==1+7

0 How many basicblocks in this contract?
> 62

\1block_u|_|block_mf|

block_41 block_85

[block_4c| |b.-fock_£~.1| [block_ac| |l.t.:.lock_S~C|
|block_57| |b].or:k .Jf| [block_al] |l.b‘lock a5| [block_ J.ail
b’/
[block_&2| [block_ed| |b].ock_bo||b].ock_ba| |block 2‘-a||block lfb||block J.ff|
[block_6d] |bloc]:_l2a| [block_ef] |ﬁock £3] [block_ 2.ﬂ| |block 273] [block_252] |block 256]
[block_74] |[block_ L'“| [block_35ha] [Block_ ”'*||block i6e| |block '*'-‘2||b].ock 2as|
|b].o-:k 83] |block 1=7| [block_13b]| |block 13f||block_132][block_: ’ac||block 45 |[block_ad)|

|block_L5.e||block_L.>2| [block_507| |bloc—k_5l;-||block_ELd|

I 7 _—~.
[plock_735]  |block_625][block_529]
|block_g8c| [block_690|
L

[plock_6c7| |L~.1¢;ck_5cb|

block 155
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Bytecode 2

0 How many functions in this contract?

> + 'func_41cOelb5', 'func_473ca%96c', 'func_a3a7e7f3', 'func_a9059cbb', 'func c0e3l7fb’',
'func_da76d5cd', 'func_ f8b2cb4f' ==1+7

0 How many basicblocks in this contract?

block_7bf |

blo<‘_éc
|_L‘ll agl” ::-"l, | bl or:'k\a f |

|Elor*"_u.2 blo E_Ea block bN

blo*f._bu& blcgk_ l12a| |block -.l._:i.ock_fE hloclMgZE k279 . \ l;for:k_256
L | | N | | N |

(b1 28 |

(i=]

[blosg=78] [blofk_134] PNCk_5b

|bletk_83 |bloc)‘rl57‘| block block 13f][blocy 132
./ N

|bloc—k_LEeHNk_L62|

[plocil735]  [block_625][b1dNg 629
[block_sac| 1y 6590]

block_ &6c7

block_4
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Continued your analysis

What does this smart contract do?

Try to find the original solidity source code?
Is this smart contract is optimize?

How many path on this smart contract?

o O O 0O

o Try some tools on it:

Octopus
Rattle

Manticore
Mythril

v v v v \4
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https://github.com/quoscient/octopus
https://github.com/trailofbits/rattle
https://github.com/trailofbits/manticore
https://github.com/ConsenSys/mythril

