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Introduction à PIN, 
un framework de DBI
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Whoami

● Patrick Ventuzelo
● @Pat_Ventuzelo
● Etudiant au MSSIS de l'ESIEA

● Passionné par : 
– Reverse, Exploit, Android, Python …

– Challenge ( Rootme, CTF, … )
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Un framework DBI, c'est quoi?
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Dynamic Binary Instrumentation

● Analyse et modification en Runtime
● Pas d'altération du binaire
● Pas de recompilation
● Instrumente également le code généré 

dynamiquement
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A quoi ça sert? (InfoSec)

● Reverse
● Code coverage / Fuzzing
● Detection de vulnérabilité
● Pré-patch de vulnérabilité
● Tainting 
● Analyse de malware
● Unpacking
● ...
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Quel framework DBI choisir?

● PIN           (Linux, Windows, OSX, Android)
– https://software.intel.com/en-us/articles/pintool-downloads

● DynamoRIO   (Linux, Windows, Android)
– http://www.dynamorio.org/

● Valgrind          (Linux, OSX, Android)
– http://valgrind.org/

https://software.intel.com/en-us/articles/pintool-downloads
http://www.dynamorio.org/
http://valgrind.org/
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PIN d' Intel
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PIN d' Intel

● Simple d'utilisation et d'implémentation (Pintool)
● Les Pintools sont codés en C/C++ ou Python (binding)
● Une API et une doc complète
● Multi-plateforme

– x86, x86-64, …

– Linux, Windows, OSX, Android

● Pas besoin des sources du binaire
● Pas besoin de recompiler le binaire
● Fonctionne sur des Applis lourdes (multithreadé, …)
● Moteur de debug intégré et intégrable



./pin --help

● pin -t inscount0.so -- pwd  

● pin -t itrace.so -pid 1337
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./pin --help

● pin -t inscount0.so -- pwd  

● pin -t itrace.so -pid 1337

le pintool
l'application à exécuter

pid de l'application déjà lancé
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Pintool inscount0

● Principe :

 counter++;

 sub $0xff, %edx

 counter++;

 cmp %esi, %edx

 counter++;

  jle <L1>

  counter++;

  mov $0x1, %edi

  counter++;

  add $0x10, %eax 
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Code de inscount0.cpp - main
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Code de inscount0.cpp - Instruction
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Pintool itrace

● Principe :

 Print(ip);

 sub $0xff, %edx

 Print(ip);

 cmp %esi, %edx

 Print(ip);

  jle <L1>

  Print(ip);

  mov $0x1, %edi

  Print(ip);

  add $0x10, %eax 



Code de itrace.cpp - main



Code de itrace.cpp - Instruction
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Code de itrace.cpp - Instruction
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Exemple : le crackme

● Taille du password = 16
● Password = xor(“Cr4CkMe_ES3_2Ol6”,0x42)

● Majuscules, minuscules, chiffres, caractères 
spéciaux



Exemple : la résolution

● Trouver la taille du password



Exemple : la résolution

● Trouver le password



Exemple : la résolution

● Trouver le password



Exemple : résultat



Conclusion

● Les frameworks DBI c'est cool ;)
● L'API de Pin est très complète
● Enormement d'exemples fournis et dispo sur

Github

● Essayez-le ;)



Question



PIN vs Crackme

● http://shell-storm.org/blog/A-binary-analysis-count-me-if-you-can/

● http://rmolina.co/2015/10/solucion-automatica-de-crackmes.html

● https://www.aldeid.com/wiki/The-FLARE-On-Challenge-2015/Challeng
e-9

● http://security.cs.pub.ro/hexcellents/wiki/writeups/codegate2014_do
docrackme

● http://parsiya.net/blog/2014-12-08-pin-adventures---chapter-1---pinso
lver-mk1/

● https://sysexit.wordpress.com/2013/09/04/a-black-box-approach-again
st-obfuscated-regular-expressions-using-pin/

http://shell-storm.org/blog/A-binary-analysis-count-me-if-you-can/
http://rmolina.co/2015/10/solucion-automatica-de-crackmes.html
https://www.aldeid.com/wiki/The-FLARE-On-Challenge-2015/Challenge-9
https://www.aldeid.com/wiki/The-FLARE-On-Challenge-2015/Challenge-9
http://security.cs.pub.ro/hexcellents/wiki/writeups/codegate2014_dodocrackme
http://security.cs.pub.ro/hexcellents/wiki/writeups/codegate2014_dodocrackme
http://parsiya.net/blog/2014-12-08-pin-adventures---chapter-1---pinsolver-mk1/
http://parsiya.net/blog/2014-12-08-pin-adventures---chapter-1---pinsolver-mk1/
https://sysexit.wordpress.com/2013/09/04/a-black-box-approach-against-obfuscated-regular-expressions-using-pin/
https://sysexit.wordpress.com/2013/09/04/a-black-box-approach-against-obfuscated-regular-expressions-using-pin/


Liens utiles

● http://shell-storm.org/repo/Notepad/more-Pin-stuff-references.txt

● http://software.intel.com/sites/landingpage/pintool/docs/71313/Pin/html/group__API_
_REF.html

● https://media.blackhat.com/bh-us-11/Diskin/BH_US_11_Diskin_Binary_Instrumentatio
n_Slides.pdf

● https://cs.gmu.edu/~astavrou/courses/ISA_673_S13/PIN_lecture.pdf

● http://www.cs.du.edu/~dconnors/courses/comp3361/notes/PinTutorial

● http://2011.zeronights.org/files/dmitriyd1g1evdokimov-dbiintro-111202045015-phpapp
01.pdf

● http://doar-e.github.io/blog/2013/08/31/some-thoughts-about-code-coverage-measure
ment-with-pin/

● http://resources.infosecinstitute.com/pin-dynamic-binary-instrumentation-framework/

● https://recon.cx/2014/slides/pinpoint_control_for_analyzing_malware_recon2014_jjon
es.pdf

● https://msdn.microsoft.com/fr-fr/magazine/dn818497.aspx

http://shell-storm.org/repo/Notepad/more-Pin-stuff-references.txt
http://software.intel.com/sites/landingpage/pintool/docs/71313/Pin/html/group__API__REF.html
http://software.intel.com/sites/landingpage/pintool/docs/71313/Pin/html/group__API__REF.html
https://media.blackhat.com/bh-us-11/Diskin/BH_US_11_Diskin_Binary_Instrumentation_Slides.pdf
https://media.blackhat.com/bh-us-11/Diskin/BH_US_11_Diskin_Binary_Instrumentation_Slides.pdf
https://cs.gmu.edu/~astavrou/courses/ISA_673_S13/PIN_lecture.pdf
http://www.cs.du.edu/~dconnors/courses/comp3361/notes/PinTutorial
http://2011.zeronights.org/files/dmitriyd1g1evdokimov-dbiintro-111202045015-phpapp01.pdf
http://2011.zeronights.org/files/dmitriyd1g1evdokimov-dbiintro-111202045015-phpapp01.pdf
http://doar-e.github.io/blog/2013/08/31/some-thoughts-about-code-coverage-measurement-with-pin/
http://doar-e.github.io/blog/2013/08/31/some-thoughts-about-code-coverage-measurement-with-pin/
http://resources.infosecinstitute.com/pin-dynamic-binary-instrumentation-framework/
https://recon.cx/2014/slides/pinpoint_control_for_analyzing_malware_recon2014_jjones.pdf
https://recon.cx/2014/slides/pinpoint_control_for_analyzing_malware_recon2014_jjones.pdf
https://msdn.microsoft.com/fr-fr/magazine/dn818497.aspx
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