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Reversing Ethereum
Smart Contracts

to find out what's behind EVM
bytecode
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Whoami

Patrick Ventuzelo
& @Pat_Ventuzelo

QuoScient GmbH
e

> » (Blockchain) Security Researcher/Engineer

Quolab
?\ » Threat Intel & Response Platform
< » Collaborative, Decentralized

What's my relation with blockchains?
| Blockchain Transaction Tracking
LQ » Vulnerability Analysis/Research
» Smart contract Audit (ETH, EQCS, ...)
» Security tool Development (Octopus, Quolab, ...)
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https://github.com/quoscient/octopus

Octopus

O Security analysis framework

» WebAssembly module

» Blockchain Smart Contracts (BTC/ETH/NEO/EQS)
O https://github.com/quoscient/octopus

BTC | ETH(EVM) } ETH (WASM) EOS NEO WASM
Explorer v v v v v O
Disassembler v v v v v v
Control Flow Analysis ) 4 v v v v v
Call Flow Analysis X v 4 4
IR conversion (SSA) X v X
Symbolic Execution X X
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https://github.com/quoscient/octopus

O Agenda

>
>
>
>

. Introduction
. Control flow graph (CFG) reconstruction

1
2
3.
4

Functions identification

. Why using reversing?

Closed-source analysis
Optimization
Vulnerability research
Post mortem analysis, ...

5. Questions
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Introduction
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What Is Reverse engineering?

contract Mortal {
/* Define variable owner of the type address #/
address owner;

/* This function is executed at initialization
and sets the owner of the contract #/
function Mortal{) { owner = msg.sender; }

/* Function to recover the funds on the contract =/
function kill{) {
1f (msg.sender == owner)
selfdestruct{owner);
1

1

contract Greeter is Mortal {
/* Define variable greeting of the type string #/
string greeting;

/* This runs when the contract is executed =/
function Greeter{string _greeting) public {
greeting = _greeting;

/* Main function #=/
function greet() constant returns {string) {
return greeting;

60806040526004361061004c5
76000357c0100000000000000
0000000000000000000000000
00000000000000000900463£f£
ff£f£f£f£f16806341c0elb514610
051578063cfae321714610068
575b600080£d5b34801561005
d57600080£d5b506100666100
£8565b005b348015610074576
00080£d5b5061007d61018956
5b60405180806020018281038
2528381815181526020019150
8051906020019080838360005
b838110156100bd5780820151
818401526020810190506100a
2565b50505050905090810190
601£1680156100ea578082038
0516001836020036101000a03
1916815260200191505b50925
0505060405180910390£35b60
00809054...

Solidity source code
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EVM bytecode

[1] PUSH1 Ox30
[3] PUSH1 0x40

[4] MSTORE

[6] PUSH1 Ox04

[7] CALLDATASIZE
[8]LT

[11] PUSH2 0x004c
[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSH29 0x01000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 OxfFFFfFFf
[53] AND

[54] DUP1

[59] PUSH4 0x41c0e1hb5
[60] EQ

[63] PUSH2 0x0051
[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[711 EQ

[74] PUSH2 0x0068
[75] JUMPI

EVM assembly

N

o

N



Bytecode decomposition

Run the contract constructor
Execute once to store the runtime code on the blockchain
Can be present in “Contract creation code” on etherscan.io

vV v. v v

Present in Input Data of the deploying transaction

QO Runtime code
» Stored on the blockchain
» Executed for each transaction with the contract

0 Swarm Hash (a.k.a. bzzhash)

» Merkle tree hash use to retrieve the content of the
associated persistent storage of the contract

Concatenated at the end of the code
Magic number: 0x627a7a72 (bzzr)

© QuosScient | Devcon 4

608060405260043
61061004c576000357c01000000000000000000000000000000
00000000000000000000000000900463£££f£££££16806341c0le
1b514610051578063cfae321714610068575b600080£d5b3480
1561005d57600080£d5b506100666100£8565b005b348015610
07457600080£d5b5061007d610189565b604051808060200182
810382528381815181526020019150805190602001908083836
0005b838110156100bd57808201518184015260208101905061
00a2565b50505050905090810190601£1680156100ea5780820
380516001836020036101000a031916815260200191505b5092
50505060405180910390£35b6000809054906101000a900473£
e Efffffffff1673£££E£E£FE
e EffEffffff163373fffEfFfEFFfEFFff
e ffffffffffff161415610187576000809054
906101000a9004 7 3 fffffffffffffffffffffffffffffffffff
fEfff167 3 ffffffffffffffffffffffffffffffffffffffffle
££5b565b6060600180546001816001161561010002031660029
00480601£016020809104026020016040519081016040528092
919081815260200182805460018160011615610100020316600
2900480156102215780601£106101£657610100808354040283
529160200191610221565b820191906000526020600020905b8
1548152906001019060200180831161020457829003601£1682
01915b50505050509050905600a165627a7a72305820d£97826
8dd1593a7bbc753bfb0404d8353b4c6ced383d8107c926d5003
e40c060029



Ethereum Virtual Machine

Architecture

Stack machine

Turing complete

Instruction set ~180 Opcodes

Memory type

Stack  volatile byte-array (list [])

Memory volatile  byte-array (list [])

CALLDATALOAD
-

EVM

SSTORE
SLOAD
.
ROM RAM
non-volatile
MSTORE
'
ROM

Storage persistent key-value database
(dictionary {})

(user-supplied data)
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Bytecode disassembly
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Disassembling

>

608060405234801561001057600080£d5b506040516103903803
8061039083398101806040528101908080518201929190505050
336000806101000a815481 73 fffffffffffffffffffffffffffef
fEffffffffff0219169083 73 fffffffffffffffffffffffffffef
fEffffff£f£f££1602179055508060019080519060200190610089
929190610090565050506101355650b8280546001816001161561
01000203166002900490600052602060002090601£0160209004
81019282601£106100d157805160££19168380011785556100£ff
565b828001600101855582156100££579182015b828111156100
£eb5782518255916020019190600101906100e3565b5050905061
010c9190610110565b5090565061013291905b8082111561012e
57600081600090555060010161011656505090565b90565b6102
57806101446000396000£30060806040526004361061004c5760
00357c0100000000000000000000000000000000000000000000
000000000000900463£f£f£f££f£f££16806341c0e1b5146100515780
63cfae321714610068575b600080£d5b34801561005d57600080
£d5b506100666100£8565b005b34801561007457600080£d5b50
61007d610189565b604051808060200182810382528381815181
5260200191508051906020019080838360005b838110156100bd
5780820151818401526020810190506100a2565b505050509050
90810190601£1680156100ea5780820380516001836020036101
000a031916815260200191505b509250505060405180910390£3
5b6000809054906101000a900473f£ffffffffffffffffffffff
1673 fffffffffffffffffffffffffsf
fEffffffl1633 73 ffffffffffffffffffffffffffffffffffffesf
££161415610187576000809054906101000a900473£f£f££f££fEff
e ffffffl1673fEffEffffffffffffff
e ffffffffff16££5b565b60606001805460018160
0116156101000203166002900480601£01602080910402602001
6040519081016040528092919081815260200182805460018160
0116156101000203166002900480156102215780601£106101£6
57610100808354040283529160200191610221565b8201919060
00526020600020905b8154815290600101906020018083116102
0457829003601£168201915b50505050509050905600a165627a
7a72305820d£978268dd1593a7bbc753bfb0404d8353b4c6ced3
83d8107¢c926d5003e40c060029
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Decoded Bytecode :

[1] PUSH1 0x80
[3] PUSH1 0x40

[4] MSTORE

[6] PUSH1 0x04

[7] CALLDATASIZE
[8]LT

[11] PUSH2 0x004c

[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSHZ29 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 OxfFFFFff
[53] AND

[54] DUP1

[59] PUSH4 0x41c0e1b5
[60] EQ

[63] PUSH2 0x0051

[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[711EQ

[74] PUSH2 0x0068

[75] JUMPI

[76] JUMPDEST

[78] PUSH1 0x00

[79] DUP1




EVM Instructions set

>

0x00 — 0x0B
0x10 — Ox1A
0x20

0x30 — Ox3E
0x40 — 0x45
0x50 — 0x5B
0x60 — OxX7F
0x80 — Ox8F
0x90 — Ox9F
OxAO — OxA4
OxFO — OxFF

© QuosScient | Devcon 4

Stop and Arithmetic
Operations

Comparison & Bitwise
Logic Operations

SHAS3

Environmental
Information

Block Information

Stack, Memory, Storage
and Flow Operations

Push Operations
Duplication Operations
Exchange Operations
Logging Operations

System operations

STOP, ADD, SUB, MUL,
DIV, EXP

LT, GT, EQ, ISZERO,
AND, XOR

SHA3

ADDRESS, CALLER,
CALLDATALOAD

BLOCKHASH,
COINBASE, NUMBER

POP, MSTORE, JUMP,
JUMPI, JUMPDEST

PUSH1 — PUSH32
DUP1 - DUP16
SWAP1 - SWAP16
LOGO - LOG4

CALL, RETURN,
DELEGATECALL

Decoded Bytecode :

[1] PUSH1 Ox80

[3] PUSH1 Ox40

[4] MSTORE

[6] PUSH1 0x04

[7]1 CALLDATASIZE
[B]LT

[11] PUSH2Z 0x004c
[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSH29 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 OxFFFFFef
[53] AND

[54] DUP1

[59] PUSH4 0x41c0e1b5
[60] EQ

[63] PUSHZ 0x0051
[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[711EQ

[74] PUSHZ 0x0068
[75] JUMPI

[76] JUMPDEST

[78] PUSH1 0x00

[79] DUP1

https://etherscan.io/opcode-tool



https://etherscan.io/opcode-tool

Reconstruction of the CFG

j © QuoScient | Devcon 4



Control flow graph (CFG)

O Control flow graph (CFG) is a graphical representation of the program logic using graph.

O Represented using:
» Set of Basicblock (i.e. vertices or nodes)
» Set of Edges

Q._

if-then-else do until while case for

Figure 1: Flow graph representation.
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Control flow Instructions

>

Opcodes

Simplify description

Position within a Basicblock

JUMP

Unconditional jump

Last instruction

JUMPI

Conditional jump

Last instruction

RETURN , STOP
INVALID
SELFDESTRUCT , REVERT

Halt execution

Last instruction

JUMPDEST

Marks a position within the code
that is a valid target destination
for jJumps

First instruction

EIP 615: Subroutines and Static Jumps for the EVM By Greg Colvin

New branch opcodes: JUMPTO, JUMPIF, JUMPSUB, JUMPSUBY, ....

© QuosScient | Devcon 4


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-615.md

Decomposition into basic blocks

[1] PUSH1 0x80
[3] PUSH1 Ox40
[4] M5TORE 292: PUSHL 0 £l: DUF
294! DUF1 2: MLCAD
[6] PUSH1 0x04 235: SHARI o3 Pumil fe
296! SLOKD 0: PUSHI B0 e PHERL R
[7]1 CALLDATASIZE 237: SWAPL e R L |
8] LT 298: PUSHZ 100 - a: MSTCRE e, _
i o | e | e
[11] PUSH2Z 0x004c S Be: PUSHZ 135 (50 Jonpoo 204 AOD -
S BI: JUMP e —— cat OR
29a: PUSHID £8ffffffifer e igeeeaiferifeiaigsses B: PUSHZ 10 ai G
[12] JUmMPI 283: AMD i JUMPI L& ;:P“i“
[14] PUSH1 Ox00 Jbd: PUSH2] EECECEEEEEfC e e ECECeEfeEEcecie R
[15] CALLDATALOAD 26a: SELFIESTRICT a: e
[45] PUSHZ9 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1
lel: JUMFDEST
(4710 le2: PUSHL 40
[52] PUSH4 OxFFFfff led: MLGHS
-
53] AND le6: DURL
[53] le7: PusMl 20
[54] DUF1 l29: AGD 215: DUF1
lea: DUFY — 216 DUF3
[59] PUSH4 Ox41c0e1b5 beasours E— e |
[60] EQ D 1#0: DUR3 203: POP SRR
[63] PUSHZ2 0x0051 lea: MOTCRE :flf ﬁu 3::3 ﬂ 21a: PUSH1 1
lef: DUPQ —_ f2: MICh #3: Fd Ile: DUFA
[B4] JUMPI 1d0: DUFZ R I EEER 21d: FUSH1 20
[&5] DUP1 1el: JJE:_L laB: DUPRZ 1£5¢ AOD 208: SWAP1 21E: SUB
[70] PUSH4 Oxcfae3217 e lag: LT 1#6: MSTORE | |209: mupz S
Pt laat ISEERD 1£7: PUSH1 20| |20a: Ao colE
[71] EQ :j: 'r':i;ﬁ?E:n lab: PUSKHZ bd ||123: DUF2 20k: SWARF1 55:; :i:
S laa: JUMFI 1fa: Am 20c: PUsHL 1z ||3230 OO
[74] PUSHZ 0x0068 1dB: SWAFZ Lims SWRERL shas o 227: DUPZ
. 1fe: POP 20f: DUF1 e .
[75] JUMPI R 12d: PUSHZ a2||210: ISZERC B
B 200: JUMF 211: PUSHZ 43 |32 mom
[76] JUMPDEST lda: ZWAPI 214: BT 222 R'.':-A.r":
[78] PUSH1 Ox00 ldd: PUSH1 20 22d: FOF
1df: KOO
[79] DUP1 lal: SWAF1
lal: DUFI
© QuoScient | Devcon 4 . @
lad: BFUZHL O




Edges identifications — static analysis

O Basic static analysis works if:
» Jump target offset is pushed on the stack
» Just before the JUMP/I

41: DUP1

472: PUSH4 cfae3Zl’
47: EQ

|48: PUSHZ 68

4b: JUMPI

| J
68: JUMPDEST \

69: CALLVALUE 4c: JUMPDEST
6a: DUP1 4d: PUSHI 0
6b: ISZERO 4f: DUP1

6c: PUSHZ 74 50: REVERT
6f: JUMPI

j © QuosScient | Devcon 4



>

Edges identifications — static analysis

O Basic static analysis works if:

» Jump target offset is pushed on the stack

» Just before the JUMP/I

JUMPDEST
PUSH1 O
DUP1
REVERT

© QuosScient |

Devcon 4

41: DUP1

472: PUSH4 cfae3Zl’

47: EQ

|48: PUSHZ 68

4b: JUMPI

¥ \

68 : JUMPDEST
69: CALLVALUE dc:
6a: DUP1 4d:
6b: ISZERO 4f:
bc: PUSHZ 74 50:
6f: JUMPI

O But fails if:

» Stack operations are used to put the jump target
offset on top of the stack

365: JUMPDEST
366: POP
367: POP
368: POP
Stack

operations 369: POP
36a: POP
36b: SWAP1
36c: POP
36d: SWAP1
36e: JUMP

v
27272 ¢+ JUMPDEST




Control Flow Graph (CFG) reconstruction

Static analysis Dynamic analysis (stack evaluation)

|block D|Hblock 85||block 9a||block a4||hlock h9||block £2

) }f -
,/ block_d H“NJ
"--.________-_- /.-"

' Tblock_72 /

[block_7d] [block_79]

jblock_ﬂ leck_3eE|

block_41

block ?2

|block 4c||block B?||block ?u||block ?a|

_L : l
|blcck_5?||blcck_9c||block_8e||block u2||b1u.:k 1aa|
N ! b

[plock_ 4c||hlock 92] [block_ Se||hlock lca| [block_1cé| |
— f [block_ E2||block a6| |[block_2sc| |block_ lcu||bluck 1:6||block lcal
block lecd { .ff;f i S l ]
/ I i“a. |block Eu||bluck _bb | [block_ au||blcck bl | block_at ] |block_ 242||blcck 246| |olock_g5|
/ [block_ 62||block a6| [plock_246| [block_242 7 I
J ' |b1c:-::'k_n:'2 | |bl|:n:'k_|:'6| |blu::-n:k_2cia|

block 6d||bloéL bb||block b1||hlock ad||block_28c|

\ |block_3ne| |block_354||block_358|
\
' block_£2 block_b9

|hlo;k c6||hlock 358||block 354|

block_ 39e

[:] block_3e6
j © QuoScient | Devcon 4
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Functions identification
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T

CFG pattern for a “switch”

>

|bleck O] block 77d

'J|L1ﬁc]c._d|.|blr:uck_'-'bf|

[blog a1 “Tblock_as

Lb] #Ck_4c| |block_%a| |block_8c| [block_90|
LblhtL_Eﬂ |blo-c1k_af| |[block_al] |-.b‘lo-ck_a5| |[block_la4|
|b1m;_62—| |block_ed | |bla-:-']c__b6| |.t._.*p-lack_b.1| [block_258 | |black_Lfb|-|-Eiack_Lff|
[blr«:;_aﬂ |blu:.r:]:_J.2.1| |block_ef| [block_f3| [block_2a7| \ |block_279| |bleck_252| |block_256|

: | ] I
|L~.1«~_'L_1§_| |block_134| |block_443||block_36e| [block_372| [block_2a5)|
B ] :

b‘_uc]:_-EIE |blo-c-]1_i5'-‘| |block_13b| |-L*;Io-ck_L3f||black_L32||blﬂc]:_i_ac||”b;1r:uck_£_£~(3| |block_eé| |block_ad)|

|[block_15e| |bllr::r:k_L62| |black_5l£~||blr;ck_51d|

|block_sgdc| [block_690|
/ .

|[block_sc7 | |bl¢;ck_6cb|

block 155

|[block_735

|[block_625

© QuosScient | Devcon 4



Dispatcher function

>

O Runtime code entry point is usually a Dispatcher function
» Switch on the first 4 bytes of the transaction payload
» execute the associated code of the given function signature.

© QuosScient | Devcon 4

0: PUSHL &0
2: PUSHL 40
4: MSTORE
5: PUSHL 4 -
7: CALLDATASIZE 241: STOP
8: LT
G: PUSHZ 4¢
c: JUMEI
J/ e
d: PUSHL O N
f: CALLDATALOAD M,
10: PUSHZ2S 100000000000000000000000000000000300000000:0000000000000000 H
Ze: SWAPL |
2f: DIV |
30: PUSH4a ffffffff E
35: AMND \
i6: DUPL
37: PUSHE 4lclelhs
3c: EQ
3d: PUSHZ2 51
40: JUMPI f
¥ \ |I
tl: JUMFLDEST 41: pupl |
52: CALLVALUE 42: PUSHY cfae3i2l? {
53: ISZERO 47: EQ |
54: PUSH2 Sc 48: PUSH2 &6 /
£7: JUMPI dh: JUMPI j
! LN
¥
”//;;c: JUMPDEST 651 {?MEP?SI dg: JUMEDEST
58: PUsSHL 0 &7: CALLVALUE
ca: DUPL Sd: PUSHZ &4 68: ISZERO 4d: BPUSHL1 0O
Sh: BREVERT EEE Eﬂizz £4 60: BUSH2 71 ggf Egiéﬁr
- T fr: JUMPI .
T K

N



Dispatcher function

O Runtime code entry point is usually a Dispatcher function
» Switch on the first 4 bytes of the transaction payload
» execute the associated code of the given function signature.

O Two functions signatures here:

» 41c0elbb
» cfae3217

: FUSH1 &4

: PUSH1 44

: METORE

: FUSH1 4

: CALLDATASIZE
: LT

: PUSHZ 4

¢ JUMFI

\\ Qom0 - Lh ks b3

241: BTOF

41: DUP1
42: PUSHA4
47: EQ

48: PUSHZ
4b: JUMPI

FUNC_HASH

d:

FUSH1L 0

© QuosScient | Devcon 4

f: CALLDATALOAD
10: PUSHZ2S 100000000000000000000000000000000300000000:0000000000000000
Ze: ZWAPL
2f: DIV
30: PUSH4a ffffffff |
3I5: AND |
i6: DUPL
37: PUSH4 '
3c: EQ
3d: PUSHZ2 |51
40: JUMPI [
¢ N (
51: JUMBPDEST 41: DUPL |
52: CALLVALUE 42: PUSH4 |
53: I[SZERO 47: EQ
54: PUSHZ 5o 48: PUSHZ2 | &6
57: JUMBI db: JUMBI
! LN /
. - ¥
— ‘//;;c: JUMBDEST 66: JUMPDEST | o i MBDEST
58: PUSHL 0 S £7: CALLVALUE .
Sa: DUPL Sd: PusHZ 64 £8: ISZERO ads BUSHL 0
Sh: BREVERT EEE 53;:2 £4 60: BUSH2 71 zgf EEZéRr
- T fo: JUMPIL .
T K

N



Dispatcher function

O Runtime code entry point is usually a Dispatcher function
» Switch on the first 4 bytes of the transaction payload
» execute the associated code of the given function signature.

O Two functions signatures here:
» 41cOelb5
» cfae3217

41 :
42:

DUP1

FUNC_HASH

: PUSH1 &0

: PUSH1 40

: MSTORE

: PUSHL 4

: CALLDATASIZE
: LT

: PUSHZ 4e

¢ JUMFI

'\‘r:- WO O -] L s kA O

d: FUSH1 0O

f: CALLDATALOAD

10: PUSHZS 1000000000000000000000030000000000000000000000000000000000

2e: SWAPL
2f: DIW

30: PUSHY ffffffff

35: AND
36: DUFL

37: PUSH4E |[41lclelbs

3c: EQ

gd: BUOSHZ |51

A

47 :
48:
db:

PUSH4

© QuosScient | Devcon 4

I |
I ¥ \ |
EQ 51: UMEDEST 41 : DUPL .I
52 : JCALLVALUE 42: PUSHA| cfael2l? |
53: NSZERD 47: EQ
PUSHZ 54: PUSH2 5S¢ 48: PUSH2|66
E7: JUMFI dkv: JUMPI
JUMP I o T~/
8. FUSHL 0l|5c: JUMPDEST Egj é?fii%iéE 4¢: JUMPDEST
c bies Sd: BUSHZ 64 : “,FH; ag/BuUsHL 0
: 60: PUSHZ2 f4 f: DUEl
Ebh: REVERT £9%9: PUSH2 71
e 5 T
63 IJ;TJME Ge: JUMBET 50 : REVERT
T ™

N



Functions identification - Depth First Search

& 7 callable functions
|blaock 0 _

Toback d| [block_7bf |

[blge 7] [plecN af] [block_a block_la™

o 5 3 _al -..‘].D-f:]-:._dE _la=z
|bloﬁ gf] |ble ea||black EN [block _ba| [blockNGE8| [block_Lib| [blocNIEE
blﬂ_ &d black 24 block N black £3] [bloc™Nga7 N [BINk_279| |bloek_252 ook _256
- ] : N
|L~.1a~_'f|_?‘;| |blr:u:- 1 " 44 |blcu:-k 36e] ENGE _372| block_\as
bade uck 83 |black‘i“?||black F\gLJblack 13f||blocw 13 FER 45 blockyef| |[block J_1
- ~

[block_ L‘el|b?&g} 162 |

[block J735

|[block_625 bhlock 128

blogk l8e |[block_gdc| [blod\ 690 |

e
|[block_6c7| [blodN 6ch|

© QuosScient | Devcon 4



Functions nhame recovery
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Functions signatures — 4byte identifiers

O Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

51 explorer.web3 sha3( + .encode ( ).hex())

' EREEELEL2 0 dbdaad3245b82b9ed99905876002f2e6cc8216cd475a481efb7414

O In the previous example:
» Kill() == 0x41cOelb5eba5flef69db2e30clec7d6e0a5f3d39332543a8a99d1165e460a49e
» greet() = Oxcfae3217c5b262aa4fd3346d6d110ec3c0361903298087be8626ch438090d274
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Functions signatures — 4byte identifiers

O Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

explorer.web3 sha3( + .encode ( ).hex())

'R L2 0dbdaad3245b82b9ed99905876002f2e6cc8216cd475a481e0b7414

O In the previous example:
» Kill() == 0x41cOelb5eba5flef69db2e30clec7d6e0a5f3d39332543a8a99d1165e460a49e
» greet() = Oxcfae3217c5b262aa4fd3346d6d110ec3c0361903298087be8626ch438090d274

O When you interact with a contract: /
Input Data: Function: ki i
» You send the function signature (MethodID) followed by the arguments .
MethodID: 0x41cBelb5
» Signature, : (256-bits words)
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Function signature reverse lookup database

>

Search Signatures

ID

31808
31807
31806
31805
31804
31803
31802
31801
31800

31799

Ox70a08231 Search

text signature

distribute Tokens(address|],uint256[])
distribute Tokens(address[],uint256)
finishMinting(address)
salvageTokens(address,uint256)
finishSalvage(address)
setSalvageable(address,bool)
freezeAccounts(address(],bool)
lockAccounts(address[],uint256)
islUnlockedBoth(address)

islUnlocked(address)

bytes signature
Oxdbddscza
0x256faz24l
0x76192200
O0xafid3all
0xe63b029d
0xc9206ddf

Oxc341lbsfe

© QuosScient | Devcon 4
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https://www.4byte.directory/signatures/

]
=N

Functions name & arguments type recovery

Search Signatures 0x70a03231 Search

ID Text Signature Bytes Signature
2009 greet() 0xcfae3217
1907 kill() 0x41c0elb5

© QuosScient | Devcon 4

0: PUSH1 &0
2: PUSH1 44
4: MSTORE
5: PUsSHL 4
7: CALLDATASIZE 241: STOP
8: LT
GO: PUSH2 4¢
c: JUMPI
i —
d: BUSHL 0 N
f: CALLDATALOAD Y
10: PUSH29 100000000Q000000000000000000000000000000000000000000000000 Y
ZJe: SWAPR1
2f: DIV
30: PUSH4 ffffffff
35: AND
36: DUPL
37: PUSH4 4lclelbt
3c: EQ
3d: PUSH2 51
40: JUMPI
i N
5l: JUMPDEST 41: DUPL
52: CALLWALUE 42: PUSHY cfael2l?
53: ISZEROD 47: EQ
54: PUSH2 5c 48: PUSHZ &6
57: JUMPI db: JUMPI :
P : N
66: JUMBDEST =
T3, Fosal o Se: JUMPDEST 671 FALLVALUE 4r: JUMPDEST
S5d: PUSH2 &4 4d: PUSHL O
Sa: DUPL £3: ISZERO
Sh: REVERT EEE iﬁﬁgz £ 6%: PUSHZ 71 ggf ggiéRI
— T Ec: JUMEI ~
T )



Functions name & arguments type recovery

>

0: PUSH1 &0
2: PUSH1 44
4: METORE
5: PUsSHL 4
7: caLLpaTasrze |[24%: STOP
8: LT
GO: PUSH2 4¢
c: JUMPI
Search Signatures  0x70a08231 Search i —
d: BUSHL 0 N
f: CALLDATALOAD Y
10: PUSH29 100000000Q000000000000000000000000000000000000000000000000 1
ID Text Signature  Bytes Signature S0 e
30: PUSH4 ffffffff \
- . 35: AND \
2009 greet() Oxcfae3217 36: DUBL '
37: PUSH4 4lclelbt
i 3c: EQ
1907 kill() 0x41lcOelbs 3d: BUSHZ 51
40: JUMPI |
¥ \\ |I
51: JUMPDEST 41: DURL ,'
52: CALLVALUE 42: PUSHYA cfaeld2l? |
53: ISZERO 47: EQ |
54: PUSH2 5c 48: PUSHZ &6
57: JUMPI dh: JUMPI
O Allow you to recover: /5 : ls e Soneest \} SETE
y - 58: PUSH1 O ESj PUSHZ 64 £7: CALLVALUE qu PUSHI O
5a: DUPL . £8: ISZERO -
H 60: PUSH2 f4 4f: DURL
> FunC'[IOI’l names sb: BEVERT |lea. jome 63: PUSH2 71 50: REVERT
ec: JUMPI
.IF T )
» Arguments types
ID text signature bytes signature
31808 distribute Tokens(address[],uint256[]) 0x4bd09c2a
31807 distribute Tokens(address[],uint256) 0x256fa24l
@ 0
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Why using reversing?
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Reversing & EVM bytecode analysis for...

>

0 Users/ICO O  Security researcher @
» Due diligence » Bug hunting Q a
» Understand the Logic » Vulnerability research @

» CTF competition

O Company O Threat intelligence team
» Security audit » Transaction tracking
» Bytecode Optimization » Analyze smart contract interactions

)
el
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Reversing & EVM bytecode analysis for...

>

O Users/ICO O  Security researcher @
» Due diligence » Bug hunting Q a
» Understand the Logic » Vulnerability research @
» CTF competition
0 Company O Threat intelligence team
» Security audit » Transaction tracking
» Bytecode Optimization » Analyze smart contract interactions

)
el
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Only bytecode Is mandatory

Contract Source Code <>
pragma solidity »b.4.11;

* @title Ownable
* @dev The Ownable contract has an owner address, and provides basic authorization control

* functions, this simplifies the implementation of "user permissions”
w

1
2
3
4+ fk
5
6
T
&

9 ~ contract Ownable {

10 address public owner;

11

12

13~ fhw

14 * @dev The Ownable constructer sets the eriginal ‘owner’ of the contract to the sender
15 * account.

16 X

17 ~ function Ownable() {

18 oWner = msg.sender;

19

20

21

22~ fhw

23 * @dev Throws if called by any gccount other than the owner.
24 *

25+  modifier omlvOwner() {

:IIIIII-II.
= .abi :
Contract ABI &2 Laasmnmnm

ey
[["constant“:true,"inputs":[{"name":“_interfaceID",“type“:"bytesd“}],"name”:"suppnﬁ
yable":false,"stateMutability":"view","type":“function"},["constant“:t:ue,”inputs"i
ddress"}],"payable":false, "stateMutability":"view" "type":"function™}, {"constant™:§
ame":"_preferredTransport","type":"string“}],"name":"tDkenMetadata","Dutputs":[{“n%
Hutability":"view","type":"functicn"},{"constant":true,“1nputs“:[],“name":”p:omoc:i
ayable":false, "stateMutability":"view", "type":"function"}, {"constant":true, "inputsy
g"]],"payable":false,“stateMutability":"view",“type“:"function“],["ccnstant“:false:

kenId","type":"uintZS&“]],"name":"apprcve","Dutputs":[],"payable":false,"stateMutai

L
e, "inputs":[], "name":"ceolAddress", "outputs": [ [{"name™:"", "type":"address"}], "payably
["ccnstant":true,"inputs":[],"name":“GENG_STARTING_PRICE“,"Dutputs":[{“name“:“",“t§

-HH-##FFE#iEfHFr#dEPPJ-J#rfrfffrrfifréfi\JV{V?#H#L\EUH}TT?L&W-111?1111-4%213%nliiiii:

Switch To Opcodes View | Find Similiar Contracts

O0x60606040526004361061 0005563 ffFff7c010000000000000000000 000
ea’b31461014957806318160ddd14610184578063230E72dd146101a%3 780633 ]
14610239578063953d89D04114610252578063a205%cbbl461027137E8063caecal
1610333565b6040531808060200182810382528536181518152602001%1350805189
3050803509081 0190601£16801361013b37E808203803160018360200361010004a
1016e60048035600160a060020a031620602001356103d1565b6e04053120153151]
3190E13260200160405180210390£35b34156101b4537600080fd53b61016260014
T600080£d3bel01ebsl104af563b60403160ff21821690%11681353260200160405]
80£fd3bel01597600160a060020803600435316610561363034135610244376000801
0fdSbel00dlel068e363b341361027c37600080£d3b61029660048303536001604
600160a060020a0316906020019091503803390602001%059190803590602001204
1300020840133838082E437509496350610708525503050505050365b3415610314

Contract Creation Code .evim

606060409081526002805460a060020a60Ef02191690556101c0905190810160409081532603c825260
13261021060a0820152611c2060c0B820152613840602082015261708061010082015261e1006101208

Constructor Arguments

2000000000C0000000000200000000000000000000000000002c68a2f0bb140000]
20000000000000000000200000000000000000000200000000000008000000 0001
2000000000C000000000020000000000000000000000008533686870436E726001(]

£ Swarm Source:

bzzr://5451f726cc9250998b%11°907ba%1E06401deB0cEee27£aB5a05343000]

Gl8052015262093§8061612052Dl52620DDG%?BDEDD3936008620034&456555DEDGfGDDSSSGEG?lafd

N



CryptoKitties “geneScience” contract

0xf97e0a5h616dffc913e72455fde9ea8bbe946a2b

0 ‘the sooper-sekret gene mixing operation”
» Call to the mixGenes function of the geneScience external contract
» GeneScience.sol notrelease on there bug-bounty github

// Call the sooper-sekret gene mixing operation|

uint256 childGenes = geneScience.mixGenes(matron.genes, sire.genes, matron.cooldownEndBlock - 1);

© QuosScient | Devcon 4
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https://github.com/dapperlabs/cryptokitties-bounty
https://etherscan.io/address/0x06012c8cf97bead5deae237070f9587f8e7a266d#code

CryptoKitties “geneScience” contract

0xf97e0a5h616dffc913e72455fde9ea8bbe946a2b

0 ‘the sooper-sekret gene mixing operation”
» Call to the mixGenes function of the geneScience external contract
» GeneScience.sol notrelease on there bug-bounty github

// Call the sooper-sekret gene mixing operation|

uint256 childGenes = geneScience.mixGenes(matron.genes, sire.genes, matron.cooldownEndBlock - 1);

0 Community started by diffing kitties genome DNA

CryptoKittiesCore

» in order to isolate the genes associated with a specific trait.
» CryptoKittydex website

0 Reversed & analyzed by the community
» CryptoKitties GeneScience algorithm by Alex Hegyi
» Towards Cracking Crypto Kitties’ Genetic Code by Mo Dong
» CryptoKitties mixGenes Function by Sean Soria
» The CryptoKitties Genome Project by kaigani

© QuosScient | Devcon 4

The first Bug_kitty was born on Nov. 23, 2017

Carriers of the Bug trait share these genes:

g a 7 8 a


https://github.com/dapperlabs/cryptokitties-bounty
https://cryptokittydex.com/
https://medium.com/@alexhegyi/cryptokitties-genescience-1f5b41963b0d
https://medium.com/@montedong/towards-cracking-crypto-kitties-genetic-code-629fcd37b09b
https://medium.com/@sean.soria/cryptokitties-mixgenes-function-69207883fc80
https://medium.com/@kaigani/the-cryptokitties-genome-project-68582016f687
https://etherscan.io/address/0x06012c8cf97bead5deae237070f9587f8e7a266d#code

Reversing & EVM bytecode analysis for...

>

0 Users/ICO O Security researcher @
» Due diligence » Bug hunting Q a
» Understand the Logic » Vulnerability research @
» CTF competition
0 Company O Threat intelligence team
» Security audit » Transaction tracking
» Bytecode Optimization » Analyze smart contract interactions

)
el
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Bytecode optimization — Exponentiation

Ryan Stortz . 2
@withzombies

There are contracts on the blockchain that
calculate 1 with exponentiation. This actually
costs people money...

UMP LUAFOXZD0, 7

O  Exponentiation (EXP) can be optimize (save 10 GAS) in two cases:

:]>)

%17
» Ifoneofthe ExPargs==0]1 %18

7:39 PM - 6 Mar 2018

EXP(#0x2, #0xAQ),
SUB(%17, #0x1),

> I.I: args Of EXP are constants <SSA:BasicBlock ofs:@x24c insns:[
. %14 = SLOAD(#0x3),
» compiler should calculate the result %15 = EXP(#0x100, #0x0),
» replace directly EXP by a PUSH result instruction o=

» result can be calculate at compilation
» even if the other EXP argument are a runtime variable (CALLDATALOAD/MLOAD/SLOAD/...)
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Bytecode optimization — Exponentiation

There are contracts on the blockchain that
calculate 1 with exponentiation. This actually

costs people money...
UMP L HAOXZ00, 7o

O Exponentiation (EXP) can be optimize (save 10 GAS) in two cases:

I
> If args Of EXP are constants <SSA:BasicBlock ofs:@x24c insns:[
. %14 = SLOAD(#0x3),
» compiler should calculate the result %15 = EXP(#0x100, #0x0),
» replace directly EXP by a PUSH result instruction %16 = DIV(X14, ¥15),

%17
» Ifoneofthe ExPargs==0]1 %18 = SUB(%17, #0x1),

EXP(#0x2, #0xAQ),

7:39 PM - 6 Mar 2018

» result can be calculate at compilation
» even if the other EXP argument are a runtime variable (CALLDATALOAD/MLOAD/SLOAD/...)

O Martin Holst Swende (holiman) reproduces this on 16 random blocks:
» 18538 invocations of EXP
» 4896 are non-trivial —

» 13642 can be optimize == 73.5 % of EXP invocations 2. xh@ == 1
3. ony == 0 (ify!=0)

The takeaway is that if we do some trivial optimizations:

Adding the filter 17y ==1 leaves 4896 non-trivial invocations.

O Maybe those optimization are done using solc —-optimize
» But compiler should optimize that behavior by default without any extra flag

© QuoScient | Devcon 4
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https://gist.github.com/holiman/c115e1bf47c81271a72db3c12a82dafb

Reversing & EVM bytecode for...

0 Users/ICO O Security researcher @
» Due diligence » Bug hunting “ ﬂ
» Understand the Logic » Vulnerability research @

» CTF competition

O Company O Threat intelligence team
» Security audit » Transaction tracking
» Bytecode Optimization » Analyze smart contract interactions

)
el |
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Vulnerability research / Bug finding

O All those tools uses directly the EVM bytecode to perform their analysis

Octopus: Security Analysis tool for Blockchain Smart Contracts (BTC/ETH/NEO/EOS)
Mythril: Security analysis tool for Ethereum smart contracts
Securify: Security Scanner for Ethereum Smart Contracts
Rattle: evm binary static analysis

Echidna: Ethereum fuzz testing framework

ethervm.io: Online Solidity Decompiler

o o O O O O 0

{ SECURIFY



https://github.com/quoscient/octopus
https://github.com/ConsenSys/mythril/
https://github.com/eth-sri/securify
https://github.com/trailofbits/rattle
https://github.com/trailofbits/echidna
https://ethervm.io/decompile

Reversing & EVM bytecode analysis for...

>

0 Users/ICO O Security researcher @
» Due diligence » Bug hunting Q a
» Understand the Logic » Vulnerability research @
» CTF competition
0 Company O Threat intelligence team
» Security audit » Transaction tracking
» Bytecode Optimization » Analyze smart contract interactions

)
el
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>

Post-mortem smart contract analysis

O If you want to analyze post-mortem interactions of a destroyed
smart contract

» When a smart contract is destroyed, code is no longer available

© QuosScient | Devcon 4

Transactions Internal Txns Code

@ Contract Self Destruct Called At TxHash Oxd6f8f71c4

Ox




. >
Post-mortem smart contract analysis

O If you want to analyze post-mortem interactions of a destroyed

smaurt contract Transactions Internal Txns
>

When a smart contract is destroyed, code is no longer available

but the smart contract bytecode is still present in the contract creation
transaction

@ Contract Self Destruct Called At TxHash Oxd6f8f71c4

0=
So you can recover the smart contract bytecode
and you can analyze the smart contract & replay locally the transactions
0x310c1ccb7fdEbd. .. 4117529 ¥ days 23 hrs ago 0x9449671bb%e2ab. .. “ [F=] Contract Creation 0 Ether 0000525776

Input Data:

Ox608060405234801561001057680080Td5b50604051610342380380610342,833981016040528051600080546001602060020a08333811
661810084900a%908102910219960911617905501885161005b906001906020840190610062565050506100Fd565b828054600181600116
156181600203166002900490600852602060002090601T0160209004810192826011F1061003357805160T119168386011785556100485
65b828001600101855582156100d40579182015b828111156100d65782518255016020019190600101906100b5565b586100dc92915061 ™

O e oA EC e 10N 1IAAC o3I I ICCIA0Ad - CTEOAANICCCOMATATETANACCEC hNALCC b T 007 A D00 T 00T 0 - S 000 DS U0 -E RS DU DS A

Wiew Input As -

Loader code + Runtime code
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Conclusion

j © QuoScient | Devcon 4



O Start to play with EVM bytecode

O Try & give feedbacks to :
Octopus
Rattle
Manticore
Mythril
ecuri
etc.

1

vV vV v v VvV Y

O Become part of ETH security
community

© QuosScient | hack.lu 2018


https://github.com/quoscient/octopus
https://github.com/trailofbits/rattle
https://github.com/trailofbits/manticore
https://github.com/ConsenSys/mythril
https://securify.chainsecurity.com/

T

My other talks related to smart contracts

>

0 Reverse Engineering Of Blockchain smart contract (ETH/NEO/EOS) @ Recon Montreal 2018
» Reversing EVM bytecode
» Reversing WebAssembly module

O Dissection of WebAssembly module @ ToorCon XX 2018
» Analysis of the Parity Helloworld WebAssembly module available on Kovan

O Reversing and Vulnerability research of Ethereum Smart Contracts @ hack.lu 2018
» Vulnerability detection using EVM bytecode
» How to use Octopus CLI to simplify your analysis
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https://recon.cx/2018/montreal/schedule/system/event_attachments/attachments/000/000/053/original/RECON-MTL-2018-Reversing_blockchains_smart_contracts.pdf
https://patrickventuzelo.com/wp-content/uploads/2018/10/Toorcon20_2018_Dissection_WebAssembly_module_full.pdf
https://patrickventuzelo.com/wp-content/uploads/2018/10/hack_lu_2018_Reversing_and_Vulnerability_research_of_Ethereum_Smart_Contracts.pdf

T

Thanks & Questions

>

O Patrick Ventuzelo / @Pat_Ventuzelo / patrick.ventuzelo@quoscient.io

O Octopus - https://github.com/quoscient/octopus
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