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Whoami

Patrick Ventuzelo

@Pat_Ventuzelo

QuoScient GmbH

► (Blockchain) Security Researcher/Engineer

Quolab

► Threat Intel & Response Platform

► Collaborative, Decentralized 

What’s my relation with blockchains?

► Blockchain Transaction Tracking

► Vulnerability Analysis/Research

► Smart contract Audit (ETH, EOS, …)

► Security tool Development (Octopus, Quolab, …)
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https://github.com/quoscient/octopus


Octopus

Security analysis framework

► WebAssembly module

► Blockchain Smart Contracts (BTC/ETH/NEO/EOS)

https://github.com/quoscient/octopus
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https://github.com/quoscient/octopus
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2. Control flow graph (CFG) reconstruction

3. Functions identification

4. Why using reversing?

► Closed-source analysis

► Optimization

► Vulnerability research

► Post mortem analysis, …

5. Questions

Agenda



Introduction
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What is Reverse engineering?
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Bytecode decomposition

Loader code

► Run the contract constructor

► Execute once to store the runtime code on the blockchain

► Can be present in “Contract creation code” on etherscan.io

► Present in Input Data of the deploying  transaction

Runtime code

► Stored on the blockchain

► Executed for each transaction with the contract

Swarm Hash (a.k.a. bzzhash)

► Merkle tree hash use to retrieve the content of the 
associated persistent storage of the contract

► Concatenated at the end of the code

► Magic number: 0x627a7a72 (bzzr)
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Ethereum Virtual Machine
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Architecture

Stack machine

Turing complete

Instruction set ~180 Opcodes

Memory type

Stack volatile byte-array (list [])

Memory volatile byte-array (list [])

Storage persistent key-value database

(dictionary {})

SSTORE

SLOAD

MSTORE

MLOAD
CALLDATALOAD

(user-supplied data)
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Bytecode disassembly
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Disassembling
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EVM Instructions set

Opcodes value Family Examples

0x00 – 0x0B Stop and Arithmetic 

Operations

STOP, ADD, SUB, MUL, 

DIV, EXP

0x10 – 0x1A Comparison & Bitwise 

Logic Operations

LT, GT, EQ, ISZERO, 

AND, XOR

0x20 SHA3 SHA3

0x30 – 0x3E Environmental 

Information

ADDRESS, CALLER, 

CALLDATALOAD

0x40 – 0x45 Block Information BLOCKHASH, 

COINBASE, NUMBER

0x50 – 0x5B Stack, Memory, Storage 

and Flow Operations

POP, MSTORE, JUMP, 

JUMPI, JUMPDEST

0x60 – 0x7F Push Operations PUSH1 – PUSH32

0x80 – 0x8F Duplication Operations DUP1 – DUP16

0x90 – 0x9F Exchange Operations SWAP1 – SWAP16

0xA0 – 0xA4 Logging Operations LOG0 – LOG4

0xF0 – 0xFF System operations CALL, RETURN, 

DELEGATECALL
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https://etherscan.io/opcode-tool

https://etherscan.io/opcode-tool


Reconstruction of the CFG
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Control flow graph (CFG)

Control flow graph (CFG) is a graphical representation of the program logic using graph.

Represented using:

► Set of Basicblock (i.e. vertices or nodes)

► Set of Edges

© QuoScient | Devcon 4 13



Control flow instructions

Opcodes Simplify description Position within a Basicblock

JUMP Unconditional jump Last instruction

JUMPI Conditional jump Last instruction

RETURN , STOP 

INVALID 

SELFDESTRUCT , REVERT

Halt execution Last instruction

JUMPDEST Marks a position within the code 

that is a valid target destination 

for jumps

First instruction
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EIP 615: Subroutines and Static Jumps for the EVM By Greg Colvin

New branch opcodes: JUMPTO, JUMPIF, JUMPSUB, JUMPSUBV, ….

© QuoScient | Devcon 4

https://github.com/ethereum/EIPs/blob/master/EIPS/eip-615.md


Decomposition into basic blocks
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Basic static analysis works if:

► Jump target offset is pushed on the stack 

► Just before the JUMP/I

© QuoScient | Devcon 4 16

Edges identifications – static analysis



Basic static analysis works if:

► Jump target offset is pushed on the stack 

► Just before the JUMP/I

But fails if:

► Stack operations are used to put the jump target 
offset on top of the stack

© QuoScient | Devcon 4 17

Edges identifications – static analysis

???

Stack 

operations



Control Flow Graph (CFG) reconstruction

Static analysis Dynamic analysis (stack evaluation)
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Functions identification
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CFG pattern for a “switch”
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Dispatcher function

Runtime code entry point is usually a Dispatcher function

► Switch on the first 4 bytes of the transaction payload

► execute the associated code of the given function signature.
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Dispatcher function

Runtime code entry point is usually a Dispatcher function

► Switch on the first 4 bytes of the transaction payload

► execute the associated code of the given function signature.

Two functions signatures here:

► 41c0e1b5

► cfae3217

22

FUNC_OFFSET

FUNC_HASH
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Dispatcher function

Runtime code entry point is usually a Dispatcher function

► Switch on the first 4 bytes of the transaction payload

► execute the associated code of the given function signature.

Two functions signatures here:

► 41c0e1b5

► cfae3217
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FUNC_OFFSET

FUNC_HASH
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Functions identification - Depth First Search
Dispatcher function & 7 callable functions
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Functions name recovery
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Functions signatures – 4byte identifiers

Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

In the previous example:

► kill() == 0x41c0e1b5eba5f1ef69db2e30c1ec7d6e0a5f3d39332543a8a99d1165e460a49e

► greet() = 0xcfae3217c5b262aa4fd3346d6d110ec3c0361903298087be8626cb438090d274
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Functions signatures – 4byte identifiers

Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

In the previous example:

► kill() == 0x41c0e1b5eba5f1ef69db2e30c1ec7d6e0a5f3d39332543a8a99d1165e460a49e

► greet() = 0xcfae3217c5b262aa4fd3346d6d110ec3c0361903298087be8626cb438090d274

When you interact with a contract:

► You send the function signature (MethodID) followed by the arguments

► Signature, Argument #1, Argument #2 (256-bits words)
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Function signature reverse lookup database
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https://www.4byte.directory/signatures/

https://www.4byte.directory/signatures/


Functions name & arguments type recovery
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Functions name & arguments type recovery
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Allow you to recover:

► Function names

► Arguments types



Why using reversing?

31© QuoScient | Devcon 4



Company

► Security audit

► Bytecode Optimization

Threat intelligence team

► Transaction tracking

► Analyze smart contract interactions

Users/ICO

► Due diligence

► Understand the Logic

► CTF competition

Security researcher

► Bug hunting

► Vulnerability research

© QuoScient | Devcon 4

Reversing & EVM bytecode analysis for…
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Company

► Security audit

► Bytecode Optimization

Threat intelligence team

► Transaction tracking

► Analyze smart contract interactions

Users/ICO

► Due diligence

► Understand the Logic

► CTF competition

Security researcher

► Bug hunting

► Vulnerability research

© QuoScient | Devcon 4

Reversing & EVM bytecode analysis for…
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Only bytecode is mandatory

.sol

.abi

.evm

.evm



CryptoKitties “geneScience” contract

“the sooper-sekret gene mixing operation” 

► Call to the mixGenes function of the geneScience external contract

► GeneScience.sol not release on there bug-bounty github

0xf97e0a5b616dffc913e72455fde9ea8bbe946a2b
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CryptoKittiesCore

https://github.com/dapperlabs/cryptokitties-bounty
https://etherscan.io/address/0x06012c8cf97bead5deae237070f9587f8e7a266d#code


CryptoKitties “geneScience” contract

“the sooper-sekret gene mixing operation” 

► Call to the mixGenes function of the geneScience external contract

► GeneScience.sol not release on there bug-bounty github

Community started by diffing kitties genome DNA 

► in order to isolate the genes associated with a specific trait.

► CryptoKittydex website

Reversed & analyzed by the community

► CryptoKitties GeneScience algorithm by Alex Hegyi

► Towards Cracking Crypto Kitties’ Genetic Code by Mo Dong

► CryptoKitties mixGenes Function by Sean Soria

► The CryptoKitties Genome Project by kaigani

0xf97e0a5b616dffc913e72455fde9ea8bbe946a2b
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CryptoKittiesCore

https://github.com/dapperlabs/cryptokitties-bounty
https://cryptokittydex.com/
https://medium.com/@alexhegyi/cryptokitties-genescience-1f5b41963b0d
https://medium.com/@montedong/towards-cracking-crypto-kitties-genetic-code-629fcd37b09b
https://medium.com/@sean.soria/cryptokitties-mixgenes-function-69207883fc80
https://medium.com/@kaigani/the-cryptokitties-genome-project-68582016f687
https://etherscan.io/address/0x06012c8cf97bead5deae237070f9587f8e7a266d#code


Company

► Security audit

► Bytecode Optimization

Threat intelligence team

► Transaction tracking

► Analyze smart contract interactions

Users/ICO

► Due diligence

► Understand the Logic

► CTF competition

Security researcher

► Bug hunting

► Vulnerability research
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Bytecode optimization – Exponentiation

Exponentiation (EXP) can be optimize (save 10 GAS) in two cases:

► If args of EXP are constants

► compiler should calculate the result 

► replace directly EXP by a PUSH result instruction

► If one of the EXP args == 0 | 1

► result can be calculate at compilation 

► even if the other EXP argument are a runtime variable (CALLDATALOAD/MLOAD/SLOAD/…)

© QuoScient | Devcon 4 38



Bytecode optimization – Exponentiation

Exponentiation (EXP) can be optimize (save 10 GAS) in two cases:

► If args of EXP are constants

► compiler should calculate the result 

► replace directly EXP by a PUSH result instruction

► If one of the EXP args == 0 | 1

► result can be calculate at compilation 

► even if the other EXP argument are a runtime variable (CALLDATALOAD/MLOAD/SLOAD/…)

Martin Holst Swende (holiman) reproduces this on 16 random blocks:

► 18538 invocations of EXP

► 4896 are non-trivial

► 13642 can be optimize == 73.5 % of EXP invocations 

Maybe those optimization are done using solc –-optimize

► But compiler should optimize that behavior by default without any extra flag
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https://gist.github.com/holiman/c115e1bf47c81271a72db3c12a82dafb


Company

► Security audit

► Bytecode Optimization

Threat intelligence team

► Transaction tracking

► Analyze smart contract interactions

Users/ICO

► Due diligence

► Understand the Logic

► CTF competition

Security researcher

► Bug hunting

► Vulnerability research
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Vulnerability research / Bug finding

All those tools uses directly the EVM bytecode to perform their analysis

Octopus: Security Analysis tool for Blockchain Smart Contracts (BTC/ETH/NEO/EOS)

Mythril: Security analysis tool for Ethereum smart contracts

Securify: Security Scanner for Ethereum Smart Contracts

Rattle: evm binary static analysis

Echidna: Ethereum fuzz testing framework

ethervm.io: Online Solidity Decompiler

…

© QuoScient | Devcon 4 41

https://github.com/quoscient/octopus
https://github.com/ConsenSys/mythril/
https://github.com/eth-sri/securify
https://github.com/trailofbits/rattle
https://github.com/trailofbits/echidna
https://ethervm.io/decompile


Company

► Security audit

► Bytecode Optimization

Threat intelligence team

► Transaction tracking

► Analyze smart contract interactions

Users/ICO

► Due diligence

► Understand the Logic

► CTF competition

Security researcher

► Bug hunting

► Vulnerability research
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Post-mortem smart contract analysis

If you want to analyze post-mortem interactions of a destroyed 
smart contract

► When a smart contract is destroyed, code is no longer available
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Post-mortem smart contract analysis

If you want to analyze post-mortem interactions of a destroyed 
smart contract

► When a smart contract is destroyed, code is no longer available

► but the smart contract bytecode is still present in the contract creation 
transaction

► So you can recover the smart contract bytecode

► and you can analyze the smart contract & replay locally the transactions 

© QuoScient | Devcon 4 44

Loader code + Runtime code



Conclusion
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Start to play with EVM bytecode

Try & give feedbacks to :

► Octopus

► Rattle

► Manticore

► Mythril

► Securify

► etc.

Become part of ETH security 
community

© QuoScient | hack.lu 2018 46

Participate in Security Open Source tools !!

https://github.com/quoscient/octopus
https://github.com/trailofbits/rattle
https://github.com/trailofbits/manticore
https://github.com/ConsenSys/mythril
https://securify.chainsecurity.com/


My other talks related to smart contracts

Reverse Engineering Of Blockchain smart contract (ETH/NEO/EOS) @ Recon Montreal 2018

► Reversing EVM bytecode

► Reversing WebAssembly module

Dissection of WebAssembly module @ ToorCon XX 2018

► Analysis of the Parity Helloworld WebAssembly module available on Kovan

Reversing and Vulnerability research of Ethereum Smart Contracts @ hack.lu 2018 

► Vulnerability detection using EVM bytecode

► How to use Octopus CLI to simplify your analysis
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https://recon.cx/2018/montreal/schedule/system/event_attachments/attachments/000/000/053/original/RECON-MTL-2018-Reversing_blockchains_smart_contracts.pdf
https://patrickventuzelo.com/wp-content/uploads/2018/10/Toorcon20_2018_Dissection_WebAssembly_module_full.pdf
https://patrickventuzelo.com/wp-content/uploads/2018/10/hack_lu_2018_Reversing_and_Vulnerability_research_of_Ethereum_Smart_Contracts.pdf


Thanks & Questions

Patrick Ventuzelo / @Pat_Ventuzelo / patrick.ventuzelo@quoscient.io

Octopus - https://github.com/quoscient/octopus
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