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» (Blockchain) Security Researcher/Engineer

Quolab

?\ » Threat Intel & Response Platform

QO » Collaborative, Decentralized
What's my relation with blockchains?
» Blockchain Transaction Tracking

ncy

Vulnerability Analysis/Research
Smart contract Audit (ETH, EQS, ...)
Security tool Development (Octopus, Quolab, ...)
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Research about Smart contracts, WebAssembly, ...

QuoScient

Collaboration

| r’n.’j |

Integration

Automation



https://github.com/quoscient/octopus

Octopus

O Security analysis framework

» WebAssembly module

» Blockchain Smart Contracts (BTC/ETH/NEO/EQS)
O https://github.com/quoscient/octopus

BTC | ETH(EVM) ETH (WASM) | EOS NEO WASM
Explorer v v v v v O
Disassembler v v v v v v
Control Flow Analysis ) 4 v v v v v
Call Flow Analysis X v 4 4
IR conversion (SSA) X v X
Symbolic Execution X X
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https://github.com/quoscient/octopus

O Agenda

1. Introduction

2. WebAssembly basics

» Binary & text format
3. Program analysis

» CFG, Call graph, decompilation
4. Parity Helloworld

» Loader + runtime code analysis
5. WASM module Vulnerabilities

» Integer overflow, ...
6. Conclusion
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Introduction

/\/




What is WebAssembly?

O “Binary instruction format for a stack-based virtual machine”
» Low-level bytecode
» Compilation target for C/C++/Rust/Gol...

O Generic evolution of NaCl & Asm.js
0 W3C standard

» MVP 1.0 (March 2017) W E B A S S - M 3 |_Y

O Natively supported in all major browsers

O WebAssembly goals:

Be fast, efficient, and portable (near-native speed)
Easily readable and debuggable (wat/wast)

Keep secure (safe, sandboxed execution environment)
Don't break the web (not a JS killer)

vV v. v Y
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https://www.w3.org/community/webassembly/

Wasm for Blockchain smart contracts...

O 2 of the Top Cryptocurrencies by MarketCap Cryptocurrencies ~  Exchanges ~  Watchlist
# Name Market Cap Price
1 () Bitcoin $59,952,909,947 $3,421.54
O Ethereum #2
» Decentralized platform that runs smart contracts ‘ 2 X XRP $12.028.964 489 $0.292184
» (e)Wasm instead of EVM v
3 4 Ethereum $10,863,935796  $103.72
0 EOS#5 4 [ EOS $2,100,946,677 $2.33

» Open source smart contract platform
» Compiled from C++ to WebAssembly
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WebAssembly
basics
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Source code to WebAssembly

>

C/C++

nt fib({int n)

-
{

|:'r'| ——
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binary format (.wasm)

ge61
8186
e17f
8000
8000
8086
8186
80860
bdof
6962
8008
geez2
4161
Bb20
2000
Bb

736d
8080
e17f
g1ee
a17e
g0ee
8080
geee
1279
BEee
Blal
4020
470d
2841
417e

g1ee
80080
g382
0484
BEee
g1ee
ae6e
B206
8208
Baa7
8080
g841
ge2e
Jfba
6ale@

Bpae
8160
8080
8086
@583
8106
8798
6d65
8366
80860
g0ee
g172
geef
18088
BRba




Binary Format - overview

O Binary format
0  Magic number: \xO0Oasm
O Module structure

m WebAssembly Code Explorer

@e 61 73 6D 81 60 88 @6 g 48 88 6@ 81 68

81 7F 81 JF 83 82 88 86 86 B8 64 84 B0 B8

EEEGER 61 70 66 00 EERE-ERE: 1N 61 68 61 Ll
» Header 81 80 80 86 8@ 0@ 87 90 89 88 82 86 6D 65
. . 6D 6F 72 79 &2 B3 66 69 BB BA AT BB B89
» 11 Sections + custom sections
48 @8 81 A1 Be aa aa 28 88 41 81 72
Section Name Code Description bl as Lty Ll = SRR T
i ) 28 @8 41 TE 6A 6@ ]3]
Type 1 Function signature declarations
Import 2 Import declarations
Function 3 Function declarations
Table 4 Indirect function table and other tables
Memory 5 Memory attributes
Global 6 Global declarations
Export T Exports
Start 8 Start function declaration
Element 9 Elements section
e e ol e https://wasdk.qithub.io/wasmcodeexplorer/
O Data 11 Data segments

=N
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https://wasdk.github.io/wasmcodeexplorer/

Source code to WebAssembly

/\

C/C++ binary format (.(wasm) text format (.wat)

int fib(int n)

{

BO61 736d 9100 8006
8186 8080 82000 0166
817f 017f ©382 8080
8000 0100 8484 BOBO
8000 8170 ooee @583
8080 8000 B100 01086
8180 B080 boee B8790
8080 BOEE P26 6d65
bdef 7279 0200 0366
6962 OO0 Baa7 80OBO
8008 B0lal 8080 8006

|:'r'| ——

gee2 4020 oe41 o172
4101 478d 0020 ee8f
Bb28 8041 7f6a 1000
2000 417e 6ale 006a
Bb
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WebAssembly Text Format

(table

(memory

0 Standardized text format
» .wat/.wast file extensions

> (like LISP)
» For modules and definitions

» Functions body

» Linear representation of low-level
instructions or S-expressions

O wasm?2wat

» translate from the binary format back
to the text format

O wat2wasm

» translate from text format to the
WebAssembly binary format
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https://github.com/WebAssembly/wabt#running-wasm2wat
https://github.com/WebAssembly/wabt#running-wat2wasm-and-wast2json

WebAssembly Instructions set

O Small Turing-complete instruction set
» 172 instructions
» Datatypes: i32, i64, f32, f64

» Control-Flow operators
» Label: block loop if else end
» Branch:br br if br table
» Functioncall: call call indirect return

» Memory operators (1oad, store, etc.)
Variables operators (locals/globals)

Arithmetic operators (int & float)
> + - * / % && || © << >> etc.

» sqgrt ceil floor etc.
» Constant operators (const)
» Conversion operators

» wrap trunc convert reinterpret etc.

© QuoScient | ETHCC 2019




>

WebAssembly Instructions set

132, add 164 . add 32, add f64 . add 132 .wrap/i6d 132.10ad8 s i32.store8
i32.5ub 164.sub f32.sub To4.sub i32.trunc_s/f32 132.10ad8 u i32.storelé
i32.mul i64.mul f32.mil f6d . mul i32.trunc_s/fed 132.1o0ad16_s i32.store
i32.div s i64.div s f32.div TG4 . div 132, trunc_u/T32 132.loadl6 u 164, stored
i32.div u i64.div u f32.abs Th4. abs i32.trunc_u/Ted 132. load i64. storeld
132.rem_s 164. rem s 132.neg f64. neg 132. reinterpret/f32 164. loadB s 164, store32
132.rem u 164. rem u f32. copysign To4. copysign i6d.extend s/132 i64.l0adB u i64. store
132 . and 164 . and f32.cedl f6d.ceil i64 ., extend u/i32 164 . loadlE s f32.store
i32.or iG4.0r f32. floor Ta4. floor i64.trunc_s/f32 i64.1loadl6 u fod. store
i32.xor i64.xor f32. trunc f64. trunc i6d. trunc s/fhd 164.load32 s

132.shl i64.shl f32.nearest f&4.nearest 164, trunc_u/T32 164.load32 u

i32.shr u i64.shr u igd. trunc u/Te4 i64. load call
132.shr s 164.shr s f32.sqrt f64. sqrt 164. reinterpret/fo4 32. Load call_indirect
i32.rotl i64. rotl f32.min Tod4.min fod. load

i32.rotr 164, rotr 132 max TE4 . max

iR clz i64.clz nop QrowW_Mmemory
132.ctz i64.ctz block current memory
132, popent 164. popent 132.demote/ 64 Lloop

i32.eqz i64.eqz f32.convert_s5/i32 if get local
132.eq 164.eq 132. convert_s/i64 else set_local
i32.ne i64.ne T32.convert_u/i32 br tee local
132.1t s 164.1t s 132, convert u/i64 br if

i32.1le s i64.1e s f32.reinterpret/i32 br_table get_global
i32.1t u i64. 1t u f32.eq fod.eq f&d, promote/ 32 return set global
i32.1e v i64.1e_u f32.ne &4 . ne fé4. convert_s/i32 end

i32.gt s ibd.gt s fa2. 1t 4.1t fod.convert 5/i64 132, const
132.ge s 164.ge s 132.1e f64.le f64. convert_u/i32 drop 164, const
i32.gt u i6d4.gt u 32.gt fo4.gt fod. convert_u/ibd select 32. const
i32.ge u i64.ge u fi2.ge f64.ge f64. reinterpret/i64 unreachable fied. const

© QuoScient | ETHCC 2019
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Program
analysis

-

B v




Control flow graph (CFG)

>

© QuoScient | ETHCC 2019

132 fib(i32)

0: block —-64

2: get_local 0O

4: 13Z2.const 1

b: 132.0r

T: 13Z2.const 1

9: 13Z2.ne

a: br_if [15]

/
/ \
/ f: end
f 10: get_local 0O

; 12: 132.const -

/ 14: 132.add

: 15: call 0

:; g:t;iical 0 17: get_local 0

19: 13Z2.const -2
1b: 132.add
lc: call O
le: 132.add
1f: end




Control flow graph (CFG)

>
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132 fib(i32)

0: block —-64

2: get_local 0O

4: 13Z2.const 1

b: 132.0r

T: 13Z2.const 1

9: 13Z2.ne

a: br_if [15]

/
/ \
/ f: end
f 10: get_local 0O

; 12: 132.const -1

/ 14: 132.add

: 15: call 0

:; g:t;iical 0 17: get_local 0

19: 13Z2.const -2
1b: 132.add
lc: call O
le: 132.add
1f: end




Call Flow graph

”

4 St )

- - —_ -
- — -~

sender =~

‘ $hmc3l#:

pe vl 3 @ Direct Call
3

-~ -

Export

Import

Legend
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void init fu
func_types[@] = w
}

WABT: WebAssembly Binary Toolkit

void init globals(veid) {

Wa SI'II_I't_I'IIEI'ﬂD I"_'.I'_t memory;

wasm_rt table t TO;

O WABT: WebAssembly Binary Toolkit u32 Tib{u32 pe) {

FUNC PROLOGUE;

» Suite of tools for WebAssembly T
» Translation & Decompilation o 1= o

= il;
il lu;
ie = ie 1= i1;

(i) { BO;}
pe;
Bfunc;

m

i@

Basl 736d B106

8186 2086 8000 0160
B17f ©17f 0382 BOS8E
8000 9100 9484 8080
2008 0170 opee @583 .
2080 B80PE O Bl06 i?
8180 8086 A0 8798 i2
2080 30089 6 6des w il
6d6T 7279 0200 0366 —— i1
6962 BOOPO Bza7 8080
8000 9lal BOBE s000
BEe2 4820 6041 0172
41081 470d 0020 aoaf
Bb2e 8841 7f6a 1000
20068 417e 63l 0O8ba
Bb

BO:
i@
il
i@

= i2;
fib{il);
ie += i1;
Bfunc:;

FUNC EPILOGUE;
I ig;

== 1 II-Ii-II I o=

void init
m rt allocat

- wasm?2wat
[:] ‘"i.....lllllll-""""
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https://github.com/WebAssembly/wabt
https://github.com/WebAssembly/wabt#running-wat2wasm-and-wast2json
https://github.com/WebAssembly/wabt#running-wasm2wat
https://github.com/WebAssembly/wabt/blob/master/wasm2c/README.md
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Parity wasm
Helloworld




Parity “"Helloworld” WASM

Transaction Information @ ©

[ This is a Kovan Testnet Transaction Only ]

TxHash:
Block Height:
TimeStamp:
From:

To:

Value:
Gas Limit:
Gas Used By Txn:

Gas Price:

Actual Tx Cost/Feea:

Nonce & {Position}:

OxSadeealaeebbB8911ed269a692de60b09083d517c566c9d41b3b16625630aelce
6601068 (1509256 block confirmations)

116 days 17 hrs ago (Mar-28-2018 03:00:24 PM +UTC)

0x00a329c0648769a7 3afacTio381e06fh43dbear2

[Contract 0x1120e53960173d953bas2ce262173cedV 34b0e40e Created) @

0 Ether (50.00)

940000

123847

0.000000006 Ether (6 Gwei)

0.000743082 Ether ($0.000000)

1010 | {0}

Parity Technologies
@ParityTech

Hello, World! The first #/Nasm contract on
Kovan has been deployed!
kovan.etherscan.io/tx/Ox5adeealae
@tomusdrw #rustlang

http localhost:8545 jso .0 id=1 method=et

6:07 PM - 28 Mar 2018

59 Retweets 187Lkes & 8 AP E B P = §

QN 11 59 ) 187 ~

Input Data:

8x0061736d01000000010cO36000006002717T00600000021a0203656e76066d656d6T72790201021003656760372657400016303020
002046501700181010708010463616c6c00020a110202000b0c001001418c0841280110000b0bE10202004180080b0b48656C6C6T2077
6f726c6400418c080beB010061736d010000000109026000006002717f00021a0203656e7603726574000103656276066d656d6T72790
201021003030200000405017001081010501000601000708018463616c6cA0N1Aa120205001002000bAaAR418008410b100AA0GDOL12ET ¥

OOATOAAOALAR ADECE ~f -~ FAATTEETAL ~C AOAORATE A C A Al b ENEAC TARATOLAAEEAAC A1 ACCAICFACOMANITIEC TAMATOL TASTE ACNE MO AL 4




>

Parity "Helloworld™ analysis

O Input data of the transaction that create the smart contract
» Contain loader bytecode + embedded runtime code

» runtime code stored on the blockchain during loader execution
» Exactly the same way to create smart contract than with EVM

Runtime module

(stored on the
blockchain)

© QuoScient | ETHCC 2019 @


https://kovan.etherscan.io/tx/0x5adeea1aeebb8911ed989a692de65b59083d517c566c9d41b3b18825830ae0cc

Parity "Helloworld™ analysis

O Input data of the transaction that create the smart contract
» Contain loader bytecode + embedded runtime code

» runtime code stored on the blockchain during loader execution
» Exactly the same way to create smart contract than with EVM

Runtime module

(stored on the
blockchain)

© QuoScient | ETHCC 2019 @



. »Q)
Loader module analysis

)
O 3 functions in the loader: pelie L sl
» call(): exported
» ret (132 132):

» Sfuncl(): local

ret(i32 i32)

call() “memory

oANEDA L ' ' 1

tHello world 0\ 071inking
" f\84name\ 01 ; 3ret 5"

. . "panic\@2\84callye3"

imported / exported function "/ ZNl4pwasm ethereum3ext3retl17h604d8098d1686cB0E"

"84\ 06deploy

© QuoScient | ETHCC 2019




Loader module analysis

0 3 functions in the loader:
» call(): exported
» ret (132 132):
» Sfuncl(): local

call()

$funcl() 0: call 1
Z2: 13Z2.const 1036
0: end 5: i32.const 232 _\J9asm
8: call O o
a: end ¢

BANBL 0\ B b 1
Hello world o\B71inking
f\04name\ 01 : 3ret\01\65"

O call () pseudo-code:

"panic\@2\84call
"/ ZNl4pwasm ethereum3 3ret17h604d8098d1686Cc80E"
"\ 04\ 06deploy\B5 ‘ust begin unwind")

def call():

funcl()
ret(i32.const 1036, i32.const 232)

© QuoScient | ETHCC 2019




Loader module analysis

0 3 functions in the loader:
» call(): exported
» ret (132 132):
» Sfuncl(): local

call()

$fun010 0: call 1
2: 13Z2.const 1036
0: end 5: i32.const 232 Not optimized... _\J9asm
8: call O o
a: end Call to an empty function ;

u II:I|. s 4

Hello world
f\04name\ 01 :

"panic\@2\84call

O call () pseudo-code:

def call():

funcl()
ret(i32.const 1036, i32.const 232)

" il : [j [= F_-_I -l_ (] I_':u'l

© QuoScient | ETHCC 2019

"/ ZN1l4pwasm ethereum3

0\ 071inking

3ret\01\05"

3retl7h604d8098d1686CBBE"
gin unwind")




. »Q
Loader module analysis - Data

)

(param 132 132)))

O Linear memory initialize with:

Hello world \xO0asm...
1024 1036 1268

"memory

Runtime Y- BA
module

Hello world o\B71inking
" f\04name\ 01 : iret 5"
"panic\@2\84callye3"

"/ ZNl4pwasm ethereum3ext3ret17h604d8098d1686Cc8EE"
"\ 04\ 06deploy

© QuoScient | ETHCC 2019




Loader module analysis - Data

O Linear memory initialize with:

Hello world \xO0asm...
1024 1036 1268

O call () pseudo-code: (data (i32.co

(data (i3

dSsim

n n‘en‘lj I-I}'I

Runtime Y- BA
funcl() module

ret{ *mem[1836], len({mem[l

tHello world 0\ 071inking

f\04name\ 81 Z 3ret\01\65"
"panic\082\084call

"/ ZNl4pwasm ethereum3ext3retl7h604d8098d1686C80E"
"\ 04\06deploy\85\11rust begin unwind")

O call () return the runtime code & its size

j © QuoScient | ETHCC 2019




Loader module analysis - Data

O Linear memory initialize with:

Hello Wom \x00asm...

1036 1268

Not optimized...

Constant not used (deta {132.c0
(data (i3

dSsim

O call () pseudo-code:

n n‘en‘lj I-I}'I

oANEDY L ] 0y 1.2 1 AYE

tHello world 0\ 071inking

f\04name\ 81 Z 3ret\01\65"
"panic\082\084call

"/ ZNl4pwasm ethereum3ext3retl7h604d8098d1686C80E"
"\ 04\06deploy\85\11rust begin unwind")

funcl()
ret{ *mem[1836], len({mem[l

O call () return the runtime code & its size

© QuoScient | ETHCC 2019




Parity "Helloworld” analysis

>

0 Input data of the transaction that create the smart contract
Contain loader bytecode + embedded runtime code

runtime code stored on the blockchain during loader execution
» Exactly the same way to create smart contract than with EVM

Runtime
code

© QuoScient | ETHCC 2019

Loader module

(executed once)

Runtime module

(stored on the
blockchain)



Runtime module analysis

O In short: -
» Same lexported functions names call() ret(i32 i32)

» Data section contain “Hello world” string - offset 1024 .
imported / M exported function

O Pseudo code:
$func2()
mem[1024] "Hello world" Call() 0: i32.const 1024
e 1. 0: call 2 3: i32.const 11
ae’d _1 o '. 1 - Z2: unreachable 5: call 0
unc2 () 3: end 7: unreachable
8: end

def func2():
ret(*mem[1024], len({mem[1824]))

© QuoScient | ETHCC 2019



Runtime module analysis

O In short:
» Same /exported functions names
» Data section contain “Hello world” string - offset 1024

O Pseudo code: Not optimized...

func?2() should be call() instead

! H B 1_ -|_ 0O war 1_ |'j !

] C E: - I %
= F £ I R I I &
e | ) | L S i

ret (*mem|

], len(mem[

© QuoScient | ETHCC 2019

call()

imported

call()

ret(i32 i32)

/ M exported function

$func2()

: call 2
Z2: unreachable
: end

o -d i w o

: 132 .const 1024
: i32.const 11

: call O

: unreachable

: end




Runtime module analysis

O In short: -
» Same lexported functions names call() ret(i32 i32)

» Data section contain “Hello world” string - offset 1024

imported / M exported function

O Pseudo code:
$func2()
mem[1024] "Hello world" Cau() 0: i32.const 1024
e 1. O: call 2 3: i32.const 11
UEltq::iL Z2: unreachable 5: call 0
func2() 3: end 7: unreachable
8: end

def func2():

ret(*mem[1624], len(mem[1824]))

analyze Im. names

O 2 customs section: “1inking” & “name” 0. 3. brrat'),
. . ) . 5, b'panic'},
» “name” section contains debug strings . 4, b'call'),

3, 47, b' ZNl4pwasm_ethereum3ext3retl7h604d8098d1686c80E"),

© QuoScient | ETHCC 2019

[:j 4, 6, b'deploy'),
::] 5, 17, b'rust_begin unwind')]



Parity "Helloworld™ analysis - conclusion

>

0 2 stages WebAssembly modules (loader + payload)
O WebAssembly makes analysis of Ethereum smart contract easier

O This version is not optimized:
» execution of useless instructions/functions
» unused data in the 1loader code
» storing debug data (Name section) in the runtime code

O All this non optimization can COST MONEY at execution

O Official tutorial if you want to try: Writing smart contracts in Wasm for Kovan

© QuoScient | ETHCC 2019

Loader module

(executed once)

Runtime module

(stored on the
blockchain)


https://github.com/paritytech/pwasm-tutorial

Parity Is working on optimization

O | don’t know if Parity team have modified/optimized the generation of this wasm module (loader/runtime
code) since last year

O But in the interview of Jack Fransham, Parity Core Developer (link)

What are you working on right now?

An optimising linear-time compiler for WebAssembly. We want to be able to

produce native code for Wasm so we can get maximum performance, but
traditional compilers are basically impossible to write without allowing so-
called “compiler bombs" - pieces of code that you can send to the compiler
that cause it to take an extremely long amount of time. I'm building a

compiler that produces high-quality native code while also being immune to
compiler bombs.

© QuoScient | ETHCC 2019 @


https://www.parity.io/people-of-parity-jack-fransham-core-developer

05

WASM module
Vulnerabilities
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WebAssembly doesn’'t mean secured

O Old vulnerabilities classes can be inside
Buffer overflow

Integer overflow/underflows

Function pointer overwrite

Format string

vV v. v Y

O Advanced vulnerabilities classes as well
» Use-After-Free (UaF)
» Time Of Check to Time Of Use (TOCTOU)
>

0 Some links:
» Security Chasms of WASM
» Hijacking the control flow of a WebAssembly program

© QuoScient | ETHCC 2019 @



https://i.blackhat.com/us-18/Thu-August-9/us-18-Lukasiewicz-WebAssembly-A-New-World-of-Native_Exploits-On-The-Web-wp.pdf
https://www.fastly.com/blog/hijacking-control-flow-webassembly

Simple Integer Overflow example

>

0  Simple HelloWorld modified to have a runtime integer overflow
» Written in Rust and compile to wasm (with wasm_bindgen)
» Try by yourself on WebAssembly Studio

C 1Y @& hitps://webassembly.studio

eé? WebAssembly Studio —

README.md
build.ts
{} package.json
4 srC
£ lib.rs
main.html
main.js
4 out
main_bg.wasm T

main.js T

© QuoScient | ETHCC 2019

Y Fork [ Create Gist [¥] Download

lib.rs

{
alert(s: & );

#[wasm_bindgen]
greet(name: & ) {
C: 5;
d: 6;

webassembly.studio says

Hello, 4294967295!

20 alert(& ("Hello, {}'!'", c - d));



https://webassembly.studio/

06

Conclusion

© QuoScient | ETHCC 2019



Conclusion - Future

O Future of Ethereum WebAssembly module is promising
Ethereum WebAssembly VM (wasmi, hera)

ERC-20 wasm contract - link

Pre-compiled (e)Wasm module — link

Community !!!

vV v. v Y

O WebAssembly WILL.:
» Make analysis and debugging easier
» Help non-blockchain people to enter in the game

O WebAssembly WILL NOT:
» Secure poor code
» Make

WEBASS

© QuoScient | Toorcon XX
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https://github.com/paritytech/wasmi
https://github.com/ewasm/hera
https://github.com/paritytech/pwasm-tutorial/tree/master/step-2
https://github.com/ewasm/ewasm-precompiles

T

Thanks & Questions

>

O Patrick Ventuzelo / @Pat_Ventuzelo / patrick.ventuzelo@quoscient.io

O Octopus - https://github.com/quoscient/octopus

© QuoScient | ETHCC 2019
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